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Abstract

In this paper we introduce the concept of COPnets.
A COPnet refers to a network of security systems
(agents) that cooperate to form a collaborative
defence system. COPnets give answer to the
growing complexity and sophistication of attacks,
like DDOS and other botnets. In a COPnet each
existing security system is attributed with simple
additional tasks to communicate with other allied
security systems. The response to an attack is as
such a collaborative effort. We will illustrate our
idea by depicting a firewall COPnet with pseudo
code.

1. Introduction

Many organizations are forced to widen their scope
and to conduct their business on a global scale in
order to keep up with the competition. At the same
time they are enlarging their networks and
information systems to support their new business.
It becomes more and more difficult to manage the
vulnerabilities of those large connected information
systems. The traditional reactive behavior of
security systems is expected not to be able to keep
up with the complexity present in the new
interconnected information systems and the
emerging sophisticated collaborative attacks [1].
Instead of having a few security systems, though
well-equipped, waiting passively and being
surprised by each new attack or random failure, a
new way of thinking about how to be security
threats one step ahead is needed. Such a new way
of thinking should be inspired on complex adaptive
systems (CAS) and involves the idea of solving
complexity by the individual constituents of the
complex system itself. The constituents are the
several individual security systems on the Internet
that cooperate to achieve an integrated defense
system. In other works there are examples of such
concepts that show the strength of such a new
approach [2,3,4,5].Such a web of security systems
is more effective since it is able to memorize,
recognize and to adapt to new types of threats. It is
also expected to be more effective since each new
threat is immediately dealt with by the system
itself. Such a system is also more efficient as fewer
resources are needed compared to traditional
methods. Traditional methods require a new
module or update for each new threat (IDS, virus
scanner, firewall, etc), whereas with self-
organization the integrated system reconfigures
itself.

In this paper our aim is to emphasize the benefit of
such an approach compared to traditional singular
solutions. Instead of leaving this new approach to
the happy few, like the references above, the goal
of this paper is to elevate this approach into a new

paradigm and to guide future designers with a
methodology based on CAS. Cooperative defense
systems based on self-organization are as such
proposed as a way of thinking about security in this
paper.

In section 2 we will elaborate on the upcoming
threats. In section 3 we will introduce our solution
methodology. In section 4 we will present an
application of our proposed methodology on
firewalls.

2. Threats

Malicious  security  attacks to  information
infrastructures are typically those attacks that use
networks to amplify the strength of the attack, like
worms and denial-of-service (DoS) or worse
distributed denial-of-service (DDoS) attacks. Despite
the many proposed methods and techniques for
specific situations, it is commonly accepted that
DDoS attacks are hard to prevent or to repulse, while
their occurrences are increasing [6,7]. Hostile
applications are also a direct consequence of the
mobile agent paradigm, since attacks can be directed
now from multiple platforms, resulting in a
distributed DDoS attack [8]. The concept of mobile
intelligent agents has the appearance of being a new
idea, although it can be traced back to the 70’s [9]. It
is just with the Internet as an open network, that
mobile agents attracted great interest. New
possibilities to relieve mankind from his labour-
intensive tasks emerge with this paradigm as these
robot programs can be considered to be the revival of
the master-slave concept. Things that travel
everywhere, doing things at the other side of the
world and come back with some virtual jewels, could
not sound better for researchers.... and unfortunately
also for hackers. It is the same concept that creates
also new dilemmas in security: distributed DoS could
evolve into volatile DoS (VDoS). In the Iatter,
besides being distributed the malicious agents in the
botnets travel also at random times between their
infected hosts.

An appropriate answer to these types of attacks is not
at hand. As long as information exists security has
worried mankind over the history. Mankind has
invented and is still inventing new ways to secure its
assets. This ever-evolving process has led to many
security protocols and mechanisms. It is infeasible to
give an in depth overview of them all. The fact that
there are so many and more are proposed each year
indicates already the unsatisfactory results of security
standards. Obviously, there is no silver bullet
security concept that will repel any possible attack. It
is for this reason that our focus in this research is not
on preventing specific attacks by developing a new
more refined security method, but rather on a
security methodology.
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3. Demarcating the solution domain

Our answer to the growing complexity and
sophistication of attacks, like DDoS or VDoS, and
other botnets are COPnets. A COPnet refers to a
network of security systems (agents) that cooperate
to form a collaborative defence system. Another
way of looking at this answer is that we oppose the
threat with the similar weapon: complexity.
Complexity, as one of the culprits that increases
vulnerability and which is usually perceived as a
negative tendency since it decreases manageability,
can thus be positively exploited. In a COPnet each
security agent is attributed with simple additional
tasks to communicate and share information with
other agents in the COPnet. The aimed response to
an attack is as such a collaborative effort. In order
not to leave the design of a COPnet to an individual
effort we propose complex adaptive system (CAS)
as the underlying design methodology. We
consider a complex adaptive system (CAS) as a
collection of interdependent rule-following agents
with complex interactions resulting in system-wide
patterns across the group. A characteristic is that no
agent needs to be aware of the existence of the total
space. Each agent knows at most what kind of
capabilities it has and how it can look for relevant
information in the environment.

Our positive perception of complexity, in which
complexity is rather exploited to solve problems, is
supported by other groups like the Santa Fe
Institute [10, 11,12,13]. The reason for delimiting
the scope of the research to CAS is that despite
their complexity they might offer opportunities for
intelligent solutions. A complex adaptive system
contains a large set of objects that interact with
each other and with an external environment
according to simple rules to produce overall
patterns that are significantly more complex than
the behaviours of the individual objects of the
system. The objects of such a system are usually
called agents. Self-organization happens without
any agent being in charge or consciously planning
it. The agents of a complex adaptive system may
follow simple rules and yet produce complex
patterns. The termite, the beehive, stock market and
self-healing bacteria model are examples. In the
stock market all the individuals behave rather
simple: sell if price exceeds some threshold of
value share and buy if price reaches lowest
threshold. Darwin’s theory of evolution describes
another complex adaptive system, in which the
individual organisms compete for scarce biological
resources. Computer simulations can demonstrate
how separate agents independently follow rules of
behaviour and collectively generate patterns at a
group level.

The application of the CAS methodology happens
in three steps. First, the computing entities that are
relevant to the problem at hand will be identified as
agents. Second, a distinction will be made between
the several roles of the agents, such that the system

can be subdivided by a few clusters of equal agents.
Each cluster consists then of agents with equal roles,
assumptions and tasks. Then, simple assumptions
will be made about the behavior and knowledge of
the agents and the cluster they reside in. Fourth,
relatively simple similar tasks will be assigned to all
agents of the same role in that system.

4. A Case: Firewall COPnet

To illustrate our claim we will depict a COPnet of
firewalls. In this simple case the firewalls cooperate
to improve their resilience when they are suffering
from DDoS attacks. Other improvements based on
this cooperation are possible, like refining each
others access control policy files by sharing updated
information about experienced attacks.

4.1 Approach to the specific problem

Many security systems that are placed at the front-
end of a private (business) network, such as
authentication systems and firewalls, have to endure
many frontal attacks. The number of attacks on these
systems increases and the types of attack are
increasingly sophisticated. Instead of classic
(multiple) unilateral attacks more distributed and
adaptive attacks become more common such as
(distributed) denial of service attacks. Since security
of a closed information network depends on those
nodes, it is therefore essential to protect these
security systems. Designers employ common
redundancy techniques to assure availability of the
security service [14,15]. Since redundancy of the
security systems by dedicated hardware is limited to
the fixed number of replicas, any front-end security
system can be compromised by a sufficient number
of consecutive attacks. Therefore we need a more
resilient solution.

The objective in this case is as such to improve the
resilience of a firewall as a front end security system.
The approach is to include it in a network of
firewalls and applying a CAS methodology. A
firewall and all computing entities that rely on such a
firewall are then considered as agents in a CAS.
Consequently, with the right assumptions and the
right instruction set, this CAS will experience
spontaneous self-organization and self-healment
when it is under attack. Our strategy is to let the
CAS- firewalls support each other autonomously and
securely. Strategy is that when one of them is under
attack and becomes unreachable for an unacceptable
period of time, one of the others will continue his
access control services. In fig. 1 we have depicted a
COPnet of four firewalls. Each of them protects an
internal (business) network of client computers. Only
one network is not allied to the COPnet in this
example; this network is as such considered to be
malicious. When DDOS from this malicious network
are directed to the internal network of AF4 the clients
of AF4 are temporarily protected by one of the other
remaining firewalls AF2, AF3 or AF1.
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Fig 1. A simple COPnet of four firewalls AFI to AF4

4.2 Firewalls as a CAS

In order to characterize a firewall as a CAS we
need to define the assumptions and the instruction
set of each agent. A firewall is a computer system
that takes care of access control to other computers
in a network. It analyse incoming data traffic and
based on an access policy file it determines to grant
access or not to the internal network.

Assumptions:

- A computing entity is an agent with identity id.

An agent is either a client agent (AC) or a firewall
agent (AF).

- An AF can deliver access control services to ACs.

An AC has an individual access control policy file ACP
- An AF maintains a tuple ¢ of the CPs of the ACs.

A client agent is called internal when it is protected the
access control services of an AF else it is external.

- An agent sees a limited set of agents in the total space.
- An AF is connected to and has with two ore more other
AFs a trust relationship.

An agent is not aware of the consequences of his
actions for the overall system.

An agent perceives only availability and
trustworthiness of other agents.

An agent has a memory system, i.e. it can store basic
information about other agents.

An agent is able to send and receive messages.

An agent is either triggered by an explicit message or
by a faulty expected message from other agents.

An external trust authority (TA) is ad hoc present.

- An AF has a signed certificate to verify their
asymmetric key pair and their trustworthiness [xx16].
Each AF is frequently suffering from denial of service
attacks, but not all at the same time.

The next autonomous actions for each agent
separately in the CAS enable the firewall service to
be resilient by continuously hopping away from the
AF under attack.

Instruction set

0. ACs: subscribe by sending their ACPs and ids to one
of the AFs (using AFs public key) based on his
trustworthiness.

1. AF: sends to and receives frequently from other AFs
updates of experienced attacks and other anomalies

2. AF: gives consent to incoming requests to access the
internal ACs based on their ACPs.
3. AF: frequently creates a tuple ¢ of those ACPs and a
tuple SL of his ranked Preferred Successor AFs (PSAFs).
4. AF: frequently sends shares of 7 [17] and replicates of SL
to all PSAFs.
5. PSAFs: check frequently availability of suffering AF.
If AF is insufficiently available do:
6.PAFs: send declaration of death of suffering AF to
each other.
If majority of PSAFs agrees on death AF:
7.Majority of PSAFs: send their ¢ to first ranked PSAF
on SL (FAFs).
If FAF is sufficiently available do:
8. FAF: reconstruct from several t the ACPs of the
clients.
Else Go to 6 with AF = FAF
9. Go to 2 with AF = successor AF.

Note on security: besides the asymmetric key pair the
firewalls also share symmetric keys with other allied
firewalls and their clients via Kerberos [18]. All the
messages are encrypted and the message
authentication code, timestamp, id’s are also part of
the message.

4.3 Interpretation

The resilience of front end security systems of
collaborating security systems is improved by
applying a CAS approach. This instruction set takes
care of continuously replicating the tuple of access
control files and letting it to resurrect on another AF
each time this service is under attack, for example,
due to a DDOS attack. The successor AF functions
then as a temporary carriage, i.e. execution platform,
until he too is attacked and so on. This mechanism
lets therefore the access control service to be
independent from the resources of a particular AF.
The clients are not necessarily aware of this host
transition, since the trust relationship is based on the
shared secret s and not on the identity of the AF

5. Discussions and future work

Given the increased complexity of attacks we expect
that solutions to protect information infrastructures
cannot be found in the traditional singular security
concepts. Our aim in this paper was therefore to
propose a new way of thinking about security
development and to provide designers of security
systems a methodology. As such, we proposed the
application of complex adaptive systems theory to
design cooperative internet security systems, i.e.
COPnets. In COPnets several internet security
systems collaborate to repel sophisticated attacks at
one or more of them.

In future work, we aim at further developing and
testing the proposed firewall COPnet and a new
COPnet of intrusion detection systems. We will
empirically show that they are more capable to
withstand security attacks than singular security
systems
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