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Introduction 

In numerous previous publications 

[10][12][13][14], the authors showed a lack 

of methodical (based on mathematical 

modelling and supported with architectural 

modelling) approach in designing and 

creating IT systems – particularly electronic 

platforms for public tasks handling. Because 

of many reasons like time pressure or budget 

limitations, design processes are mostly 

focused on architectural modelling which is 

often not supported by formally confirmed 

properties. Proper process is especially 

important when designing security 

mechanisms for such systems. Illegal 

breaches of data confidentiality may not only 

lead to loss of trust of users but some more 

serious problems as we are considering 
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public electronic tasks (meaning that public 

administration security is affected). 

    

The mathematical modelling part was 

presented by authors in previous publication 

[9] where detailed model was introduced. The 

authors also prepared a short paper [10] 

about how to integrate mathematical 

modelling with object-oriented diagrams 

(UML was selected). In this paper, the next 

step in the process is described. With the use 

of enterprise architecture, mathematical 

modelling is integrated with architectural 

modelling to present the design process of 

security mechanisms for public e-services 

integration platforms. 

 

In this paper, the authors shortly reminded 

main concepts of their mathematical model 

(Chapter 2) so it can be used in architectural 

and implementational modelling. In Chapter 

3, the authors discussed methodical 

guidelines for architectural modelling and 

suggested the process of building security 

mechanisms for trans-domain platforms in a 

prognostic approach. Next, in Chapter 4, five 

phases of the proposed process were 

presented as UML diagrams (with integration 

of mathematical elements). In Chapter 5, 

technological and implementational aspects 

of security mechanisms for digital electronic 

integration platforms was presented. 

Generalized component architecture of the 

trans-domain (responsible for integration to 

deliver complex e-services with components 

coming from different domains) platform was 

described with the clear indication of 

cooperation of security control system 

components with standard trans-domain 

platform elements. Components were 

presented with the use of UML with 

mathematical parts placed into them. Chapter 

5 summarizes the considerations and 

presents next steps for the research in this 

field. 

Mathematical Model – Main Concept 

In this chapter, the main concept of 

mathematical model presented in details in 

[9] is reminded so it can be used in the next 

technological chapter (so all used symbols are 

explained before being used). The security 

control model for domain platforms (SM) 

consists of data and service security control 

models: 

〈�, �, �, �, �, �, 	, 
, �, �, �〉  (1) 

where: 

• �  - the collection of entities � =

���, ��, … , �� , … , ��� , 

• �  - the collection of data units � =

���, ��, … , �� , … , ���, 

• � - the collection of confidentiality classes 

� = ���, ��, … , ��, … , ���, 

• �  - the collection of operations � =

���, ��, … , � , … , �!�, 

• �  - the collection of operations scopes 

� = "#�, #�, … , #$, … , �%&, 

• �  - the collection of services � =

�'�, '�, … , '( , … , ')�, 

• 	  - the collection of permissions 

categories 	 = "*�, *�, … , *+, … , *,&, 

• ρ - flow relationship, 

• � - operation relationship, 

• � - service launch relationship, 

• � - the 〈/�, /�, /0, /1, /2〉 data security 

control functions and 〈3�, 3�〉 electronic 

services security control functions of the 

model (e.g., a function that does the flow 

verification or assigns confidentiality 

classes, scope of operations and categories 

of permissions). 

The flow relation is built on the pairs of 

confidentiality classes: 
 ⊂ � × � . The 

operation relation is built on pairs of 

operation scopes: � ⊂ � × � . The service 

launch relation is built on pairs of permission 

categories: � ⊂ 	 × 	 . When analyzing the 

relations of flows, operations and service 

launches, it can be concluded that in the case 

of meeting a partial order requirement in the 

sets of confidentiality classes, operation 

scopes and permission categories, it is 

possible to use the lattice theory [2]. The 

fulfilment of the partial order condition has 

its justification in the practically considered 

relations. Using this property, the flow (QL), 

the operation (TL) and the service launch 

(BL) lattices were defined: 
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�6 = 7�, 
, ⨁9, ⨂9;  (2) 

where: 

• Q is the partially arranged collection, 

• � = ���, ��, … , �� , … , ���, 

• ρ  is the relationship of the partial 

arrangement, 

• ⨁9  the operator to set the supremum of 

its arguments, 

• ⨂9 the operator to set the infimum of its 

arguments, 

�6 = =�, �, ⨁>, ⨂>?                (3) 

	6 = =	, �, ⨁@ , ⨂@?               (4) 

TL and BL lattices are created similarly to QL 

but with different arguments. Above lattices 

would formally describe the security rules for 

domain platforms and, if they were 

consistent, they would constitute the basis for 

constructing a super-lattice (IL) [8], reflecting 

common rules on the trans-domain 

(integration) platform: 

 A6 = =� × � × 	, ≤, ⨁, ⨂?  (5) 

It is important to mention that the presented 

model was created for public tasks 

integration platforms but can be used for any 

generic task also in almost any business (non-

public platforms) environment – that’s why 

previous “public tasks” are reflected as 

“defined tasks” in this article. The 

functionality of the electronic platform 

includes the possibility to handle defined 

tasks (Z) according to handling schemes (S) 

appropriate for particular tasks. The 

individual handling diagrams are clearly 

assigned to the individual defined tasks with 

the function π: 

 C: E → G  (6) 

The defined task handling diagram defines a 

sequence of enforcements. Enforcements, 

which may occur in a given electronic 

platform, form the collection W. The sequence 

of enforcements, defined by the defined task 

handling scheme, GH , define the handling 

process unambiguously: 

I�
H , I�

H , … , I 
H , … , I!J

H                  (7) 

Methodical guidelines for architectural 

modelling 

Based on the authors’ experience, analytical 

and construction works were conducted in 

accordance with the principles of enterprise 

architecture and with the use of object-

oriented modelling. In such an approach, the 

architectural framework for creating security 

control mechanisms for electronic handling of 

public tasks using the effects of mathematical 

modelling will consist of two types of 

architectural frameworks: 

 

• functional architectural framework 

(in short: functional framework) which 

is used to determine the structure and 

operating principles of security 

mechanisms based on the previously 

proposed lattice mathematical model 

[14]; the basic purpose of creating this 

type of framework is to express static 

and dynamic features of lattice-based 

model in the form of a set of UML 

diagrams as this is the language 

commonly used in designing IT 

solutions, 

 

• architectural management 

framework (in short: management 

framework) constructed in order to 

determine a way of integrating the 

effects of mathematical modelling into 

the process of designing security 

mechanisms; thanks to such an 

approach, methodical conditions will 

be created for stimulating the process 

of designing security mechanisms with 

the results obtained from 

mathematical modelling. This means 

that mathematical modelling, 

especially lattice models will become a 

structural element of the architectural 

framework for the production of 

security mechanisms. 
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Taking the above into account, the authors 

reviewed and analysed UML diagrams in 

terms of assessing their suitability for 

constructing architectural frameworks of the 

two aforementioned types. Extensive results 

of this analysis and resulting 

recommendations can be found in [8]. Using 

these recommendations and the results of 

previous research [1][4][5][7][11], the 

authors assumed that: 

 

• The functional framework is a 

collection of the following UML 

diagrams: 

o class and component diagrams - to 

reflect static elements of the model, 

o activity, use case, state and 

sequence diagrams - to reflect the 

dynamics of the model. 

 

• The management framework is a set 

of activity diagrams: 

o reflecting the processes of 

execution of particular phases of the 

design process.  

 

As functional framework with standard UML 

diagrams to reflect static and dynamic 

elements of the model is commonly used, 

authors focused in this paper on management 

framework which is often omitted by system 

architects (focusing on quick system 

implementation rather than on design and 

development process for the future). 

 

Regardless of the approach used in the case of 

handling public tasks in a complex 

environment of electronic platforms 

operating in the model of a multilateral 

interoperability framework, i.e., with the 

intermediary role of a trans-domain platform, 

it is necessary to define common security 

rules for this environment (also known as a 

common security specification). The authors 

assumed that the way to reflect these 

common rules for the entire environment 

would be a super lattice taking into account 

(absorbing or including), under certain 

conditions, the rules existing in domain 

platforms. It is the super lattice that will be 

the basis for the functioning of the security 

mechanism operating on the trans-domain 

platform. Below, the processes of superclass 

construction for the trans-domain platform 

are considered, using the diagnostic approach 

in the first variant and the prognostic 

approach in the second variant. The use of a 

diagnostic approach takes into account the 

form of domain platform lattices (in general, 

these lattices do not change), which in turn 

leads to the creation of a super-lattice, which 

can be conventionally described as "weakly" 

integrated. The prognostic approach gives 

greater weight to the requirements that are 

formulated before starting the construction of 

the super-lattice and which result from the 

desired institutional and organizational rules. 

In this way, it is possible to obtain a structure 

that can be considered "strongly" integrated, 

because the form of local, domain-specific 

lattices directly results from the features of 

the super-lattice. 

 

In order to construct a management 

framework for the diagnostic approach, the 

following phases of the process were 

distinguished: 

 

1. Identification - extraction of 

features of security solutions for 

subsequent verification in the next 

step of compliance (non-

contradiction) of security rules.  

2. Verification - testing the 

inconsistency of domain security 

rules (applicable on domain 

platforms). 

3. Construction – creation of resulting 

rules (aspect lattices and trans-

domain super lattice) by taking into 

account specifics of domain rules, for 

the security mechanism of the trans-

domain platform, 

4. Processing - transformation of rules 

(lattices) of trans-domain security 

mechanisms, e.g., by consolidation of 

identical levels of security attributes, 

5. Evaluation - verification, acceptance 

or rejection of the final security 

mechanism for the trans-domain 

platform and cooperating domain 

platforms. 

 

For the prognostic approach, the phases of 

the process are as follows: 

 

1. Specification of assumptions and 

requirements - the final form of the 

security requirements specification 

will be formulated iteratively as 
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follows. First, on the basis of the 

institutional and organisational rules 

(e.g., contained in the current 

security policy), a preliminary 

security requirements specification 

is created (most often by the chief 

security architect), which is 

forwarded to the domain platform 

managers in order to confront its 

provisions with the domain rules. 

The domain platform operators may 

submit, together with a justification, 

the need to modify the submitted 

specification in order to take into 

account the specificity of their 

security rules. If the arguments in the 

justification for change are accepted, 

appropriate modifications will be 

made to the security requirements 

specification. This procedure may be 

repeated until the final form of the 

security requirement specification is 

reached and approved. 

2. Construction - Based on the 

approved specification, the aspect 

security rules are created in the form 

of aspect lattices for the trans-

domain platform. 

3. Integration - the assembly of the 

aspect security lattices is performed, 

resulting in a security super-lattice 

for the trans-domain platform. 

4. Processing - the result of this phase 

is the creation of domain lattices, 

either directly based on the 

previously approved specification or 

by using the reduction operation of 

the trans-domain platform super 

lattice created in point 3. 

5. Evaluation - in this phase there is a 

final verification of compliance of 

domain security rules, i.e., domain 

lattices with the rules of the trans-

domain platform and with the super 

lattice of the trans-domain platform. 

 

In accordance with the adopted assumption 

(“strong integration”), we will further focus 

on the approach conventionally called as 

prognostic. 

 

Fig. 1 shows the process of constructing a 

security mechanism for trans-domain 

platforms based on the prognostic approach. 

The phases of the diagram are highlighted in 

green. Sub-processes performing particular 

tasks in subsequent phases are marked in 

blue. 

 

 

Fig. 1. Diagram of the process of constructing security mechanisms for trans-domain 

platforms in a prognostic approach 
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According to the previous findings and the 

results of the analysis presented in [10], the 

architectural management framework is a set 

of diagrams of the following UML notation 

activity diagrams: 

 

• one diagram representing a 

comprehensive view of the process 

phases, 

• five sub-process diagrams defining the 

structure and course of execution of 

each of the identified process phases. 

 

Fig. 2 illustrates a diagram of the overall 

process of building a trans-domain platform 

security mechanism previously presented in 

block form in Fig. 1. 

 

Fig. 2. Process of constructing security mechanisms for trans-domain platforms in a 

prognostic approach - activity diagram 

 

The diagram (Fig. 2) shows the five phases of 

the process with the added artifacts used 

(institutional-organizational requirements 

and rules, security policies) and produced 

(security requirements specification, aspect 

lattices, domain lattices, trans-domain super 

lattice) in the process. The elements of the 

mathematical model have been added in red 

(lattices) and black (functions from [9]) to the 

UML diagrams presenting in details the 

process and sub-processes of each phase. 

Architectural framework for phase 1 

"specification of assumptions and 

requirements” 

In the first phase, assumptions (specification 

of security requirements) for the security 

mechanism under construction are collected 

and developed. For this purpose, below 

inputs are used: 

 

• the security requirements for the 

constructed and provided electronic 

services, 

• already available security policies, 

• indirectly (by assessing the compliance 

of the emerging security requirements 

specification with the domain 

specificity) the existing security models 

and mechanisms developed for domain 

platforms.  
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Fig. 3. Diagram of phase 1 "specification of assumptions and requirements" - activity 

diagram 

Architectural framework for phase 2 - 

"constructing” 

In the "construction" phase, basing on the 

specification of the security requirements 

from phase one, there is a transition to the 

aspectual forms of the QL data flow lattice, TL 

scope of operations lattice and BL service 

execution lattice. Before this can happen, 

however, the safety requirements are verified 

for their compatibility with the lattice model, 

i.e., whether the required partial order is 

present and whether the rules are 

inconsistent. In case of a negative verification 

result, a return to phase one is made to 

redefine the requirements

Fig. 4. Diagram of phase 2 "construction" - activity diagram 
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Architectural framework for phase 3 - 

"integration” 

Phase three defines the process of assembling 

the aspect lattices into the super lattice of the 

trans-domain platform. The process starts 

with the definition of a set of constraints and 

the order relation between them (based on 

the aspect lattices) to finally construct a single 

super lattice covering the three aspects of 

security (data flow, scope of operations and 

service execution privileges). The explanation 

of mathematical functions (marked in black) 

and concept of an enforcements cube 

mentioned in the diagram is described in [9]. 

 

 

Fig. 5. Diagram of phase 3 "integration" - activity diagram 

Architectural framework for phase 4 - 

"processing” 

The fourth phase (shown in Fig. 6) implies the 

creation of security mechanisms for domain 

platforms in order to use them in the fifth 

phase (evaluation) and additionally to 

execute domain services there (without using 

the trans-domain platform, if necessary). It 

consists of additional processing of the 

developed security mechanism by reducing 

the superlattice of the trans-domain platform. 

The construction of domain super lattices is 

realised by taking into account the domain 

specificity and removing from the trans-

domain lattice enforcement triples whose 

security attributes are not present in the 

considered domain platform (based on a pre-

approved security requirements’ 

specification). 
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Fig. 6. Diagram of phase 4 'processing' - activity diagram 

Architectural framework for phase 5 - 

"assessment” 

In the last phase five (shown in Fig. 7), 

verification and improvement (if possible) of 

the built mechanism is carried out. In the first 

step, the compliance of the domain lattices 

(created from the trans-domain platform 

super lattice) with the security rules and 

policies of the domain platforms is checked. In 

case of non-compliance, this means that the 

security architect did not include some 

domain platform specific requirements in the 

prediction principals developed in phase one 

or they were included incorrectly. Depending 

on the relevance of the differences and the 

importance of the considered domain 

platform for the implementation of the trans-

domain services, either the domain 

mechanisms will be improved (by extending 

the domain lattices or by returning to phase 

one to improve the developed security 

requirements specification) or the domain 

will be excluded from the scope of the 

developed security mechanism of the trans-

domain platform. In the second step, the 

assembly of all checked and corrected domain 

lattices is performed in order to compare the 

obtained result with the super lattice of the 

trans-domain platform built in phase three. If 

the super lattices obtained are compatible, 

the process is completed. Otherwise, it is 

necessary to return to phase one in order to 

take into account the specific requirements of 

the domain platform that influenced the non-

compliance.
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Fig. 7. Diagram of phase five "assessment" - activity diagram 

Security mechanisms – technological and 

implementational aspects 

Generalized component architecture of the 

integration platform 

The developed architectural and 

management framework, taking into account 

the effects of mathematical and architectural 

modeling, can be practically used to design 

and produce security mechanisms of 

integration (trans-domain) platforms. Such 

mechanisms with formally confirmed 

properties make it possible to increase the 

security of automatic handling of defined 

tasks. 

 

For the purposes of presenting the structural 

and implementation aspects of security 

mechanisms, the following components of a 

typical trans-domain platform can be 

distinguished: 

 

• The presentation and access layer that 

most often provides access through a 

web portal along with an optional 

mechanism for handling other access 

channels, e.g., e-mail, access applications 

for mobile devices. It also provides 

mechanisms for communication with 

other systems, e.g., with the use of web 

services. 

• The business logic layer consisting of the 

following systems: business logic and 

identity management, e-services 

management control, security 

management, content management and 

an integrating system, e.g., in the form of 

a communication bus, which will be able 

to handle fast and uninterrupted 

information flow between domain 

platforms and the trans-domain 

platform. The security mechanisms 

discussed in the article are part of the 

security system of the trans-domain 

platform, which is responsible for the 

secure implementation of all activities 

that also go beyond the verification of 

the defined task execution correctness 

(e.g., in terms of integrity, accountability, 

etc.). 

• The data layer responsible for 

maintaining the catalogue of defined 

tasks, implementation schemes, sets of 

operations, data units, electronic 

services, entities and data supporting 

the operation of the system (including 

event log, addresses of domain 

platforms, additional content published 

on the access portal). From the 
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perspective of the article, the following 

are important: 

 

o Authorization database - where the 

security attributes of entities, 

services and data containers are 

stored. In addition, the authorization 

database also retains the access 

rights to other elements of trans-

domain platform that are not 

relevant from the perspective of this 

article, e.g., administrative rights to 

the platform itself and its 

components. 

o Security model database – where 

lattice definitions for trans-domain 

security mechanisms are stored. 

 

The specified elements are presented in the 

package diagram of the trans-domain 

platform (Fig. 8). Packages containing 

elements of the security mechanism for 

handling defined tasks (transformed to 

electronic services) are marked in blue. 

 

Fig. 8. Trans-domain platform package diagram 

Fig. 9 shows a diagram of components 

containing elements necessary for the 

implementation of defined tasks (executed as 

e-services) with the use of trans-domain 

platforms. The security model is presented 

here as a single component of the lattice-

based security mechanism (marked in blue). 

It is part of the security management system 

and is discussed in details in the next 

subchapter 4.2.
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Fig. 9. Components diagram of the trans-domain platform with lattice-based security 

mechanism highlighted 

 

As part of the detailed tasks execution, the 

business logic management component 

verifies the entity's identity in the entity 

management component. Then, the control is 

transferred to the defined tasks 

implementation control component, which, 

using a security lattice-based mechanism 

(marked in blue), verifies the authority of the 

entity (using the rules described in the 

mathematical model) to implement all the 

enforcements. In the event of a positive 

assessment, all required domain platforms 

are notified (via the communication bus 

component) about the admissibility of the 

execution of the enforcements. 

Interaction between the security 

management system components and the 

components of the trans-domain platform 

The security management system of the 

trans-domain platform consists of the 

components listed in Fig. 10, which are 

responsible for the management of (elements 

that fit in the lattice-based security 

mechanism presented in the article are 

highlighted in bold): 

 

• security attributes of entities 

(authorizations), 

• security attributes of services and 

data units (confidentiality classes, 

operational scopes and permission 

categories), 

• a developed security model and 

security verification (maintaining a 

security lattice model for trans-

domain platforms), 
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• security of communication with other 

electronic services platforms, 

• other security attributes, including 

access, integrity, accountability and 

login. 

Fig. 10 shows the components of the security 

management system of a trans-domain 

platform: 

 

Fig. 10. Components of the security management system of a trans-domain platform. 

The components of the lattice-based security 

mechanism (Fig. 10) were highlighted in blue: 

the security verification component 

(responsible for confidentiality management 

through the lattice-based security model) and 

the access rights management component. 

The other components were not considered 

in the article, they were listed for the sake of 

completeness of the description. 

 

Fig. 11 is an extension of the diagrams 

presented in Figs. 8 and 9 with additional 

relations to the general components of a 

trans-domain platform. 

 

Fig. 11. Diagram linking the components of a security management system with 

general components of a trans-domain platform 
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The diagram (Fig. 11) retains the colors from 

Fig, 8, where the components from the 

presentation and access layer are marked in 

purple, the components from the business 

logic layer are marked in yellow, and the data 

layer marked in green. Additionally, the 

components included in the security 

management system are marked in blue and 

bold, and the elements of the lattice 

mathematical model are marked in red to 

illustrate the location of the lattice-based 

security mechanisms in the structure of the 

entire trans-domain platform. 

Summary 

The developed functional and management 

frameworks, taking into account the effects of 

mathematical and architectural modelling, 

can be practically used to design and produce 

security mechanisms of trans-domain 

platforms. Such mechanisms with formally 

confirmed properties allow increasing the 

security of automatic handling of public tasks. 

This paper, with previous publications 

[9][10], is an instruction of how to combine  

 

mathematical and architectural modelling not 

only for trans-domain platforms but for any 

security components of integration systems 

design. 

 

The next steps in this area could be the real 

implementation of the suggested solution 

based on currently available technology. 

There are many systems available on the IT 

market for building integration platforms 

including trans-domain platforms. The 

current list of leaders in the field of 

"Enterprise Integration Platform as a Service" 

was published by Gartner in 2020 [3] and it 

includes solutions from the following 

companies: Informatica, Boomi, SAP, Oracle, 

Workato, MuleSoft, Jitterbit, SnapLogic and 

Microsoft. Due to the dynamic growth of new 

systems built on cloud, the Azure Integration 

Services [6] from Microsoft were selected by 

authors for further considerations on the 

practical use of the developed model and 

architectural framework. Authors are also 

working on another related topic which is the 

efficiency evaluation of security mechanisms 

created on the basis of the lattice 

mathematical model. After first research, it 

was proven that although it is not much 

improving efficiency of trans-domain 

platforms during normal usage (services 

execution), we can gain significant efficiency 

improvement when extending the model with 

new enforcements (by adding additional 

electronic services or new domain platforms) 

[15].  

 

Notes 

 

“weakly” integrated is understood as having 

a less transparent, non-standardized 

integration, because it takes into account the 

specificity of security policies existing in 

independently developed separate domain 

platforms. 

"strongly" integrated is understood as a 

reflection of the policy of top-down 

normalization, which enforces a close 

similarity or even identity of the security 

policies of the domain platforms interacting 

with each other through the trans-domain 

platform. 
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