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Abstract 

The growing complexity of software development, driven by the extensive use of external dependencies 
and AI-based development tools, has become an important but still underexplored factor affecting 
software quality, maintainability, and security. As large language models become increasingly 
embedded in everyday development workflows, they may also shape decisions that once required more 
deliberate technical judgement, including whether a new dependency should be introduced in the first 
place. Although existing research has examined the quality of AI-generated code and the effectiveness 
of LLM-supported programming, much less attention has been given to the ways in which these tools 
may influence dependency selection or change the structure of dependency networks. This issue 
becomes more significant as such networks continue to expand and, in turn, increase security exposure. 
To address this gap, the study investigates changes in dependency counts in relation to the adoption of 
AI-based development tools and considers how these changes may affect vulnerability risk. 
The methodology combines a longitudinal review of dependency metrics from 2021 to 2024 with 
correlation analysis and a simple probabilistic model used to estimate the likelihood of multiple 
vulnerabilities in projects with extensive dependency trees. 
The results indicate a strong positive correlation (r ≈ 0.995) between the adoption of AI tools and the 
growth in dependency counts. They also suggest a high probability—often exceeding 95% in major 
ecosystems—that an average project will contain at least three vulnerabilities. These findings point to 
the need for further research on how AI tools affect architectural and dependency-related decisions, as 
well as for practical strategies to reduce the resulting security risks. 
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Introduction  
 
Broadly defined, software today forms the 
practical basis for the functioning of devices and 
technologies used in everyday life. Various types 
of logical structures implementing complex 
algorithms operate in home consumer devices, 
means of transport, and critical infrastructure. 
Their operation, maintenance, and development 
are the pillars of further civilization and 
comfortable existence of our society. The 
development of professional software is a 
complex, multi-stage manufacturing process. The 
standard software development cycle usually 
consists of the following stages:  requirements 
analysis, architecture design, code writing, 
testing, integration, error diagnostics, and bug 
fixes. The project development itself can be based 
on various management methodologies, from 
classic waterfall to agile ones such as Agile or 
Scrum. Ultimately, however, the goal of these 
processes is the same – to obtain software that 
meets specific customer requirementsi. The 
above development model is associated with two 
negative phenomena. The first stems from the 
complexity of the real world and the need to 
define the interactions between it and the 
software. This makes it difficult to describe the 
specifics of the expected behaviour with the 
required accuracy and affects the quality of the 
project's input requirements, and thus the entire 
project.   
 
The second problem is the growing number of 
dependencies of the produced material on 
external, specialized software components.  
 
The following paper focuses on the second issue, 
i.e., the increase in the number of software 
dependencies, particularly in connection with 
the popularization of support tools using 
artificial intelligence (AI) methods such as large 
language models (LLMs).  
 
Related Works 

Recent developments in generative artificial 
intelligence systems and their impact on 
software development have been the subject of 
numerous studies and analyses. Research has 
been conducted on both the impact of AI-based 
support tools on the productivity of developers 
themselves and on the quality of the material 
they produce, as well as on the importance of 

these tools in the context of support during the 
development process. The issue of requirements 
analysis prior to the start of software 
development work has also been considered, as 
well as the issue of the education process itself in 
the field of programming. 
 
Software Development Process 

The software development process mentioned at 
the beginning requires an analytical 
decomposition of the expected product into its 
constituent parts. This allows for the parallel 
development of its functionality and simplifies 
the future maintenance process. The 
implementation of these functionalities has often 
already been carried out by someone else and 
could be used in the material being developed. 
This is recommended by the widely accepted 
principle of software development optimization; 
this opportunity is provided by the development 
of libraries and frameworks, carried out both 
within the internal resources of various software 
development organizations and by the Open-
Source Community. This approach also allows for 
better testing of the modules used. External 
components under open-source licenses are used 
in many solutions, which provides a large group 
of “involuntary” testers. 

At the same time, it is evident that the above-
mentioned external software components 
contain potential vulnerabilities and errors, 
which have a direct impact on the applications 
that implement them. In the software 
development process, it is necessary to be aware 
not only of the direct dependencies of the 
software being developed on external 
components, but also of the interdependencies of 
the components used, considering the impact of 
each possible dependency. This results in the 
creation of complex networks of connections. 
Previous studies have shown that, in most 
development environments, the complexity of 
dependency networks increases over time. In 
each development environment, this applies to 
both an increase in the number of packages and 
an increase in transitive complexity (i.e., a 
greater number of dependencies between 
packages). The dependencies of individual 
packages used may also have additional 
restrictions on acceptable versions (not less 
than/not greater than). This structure affects the 
complexity of solvability of the network of 
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dependencies between packages by unique 
instances of packages in a specific version. 
Determining the exact package versions that 
meet all the conditions of the dependency 
network is an NP-complete computational 
problem.  If, in addition, it is necessary to ensure 
the correct dependencies for multiple programs 
within a single system, it may turn out that such 
an arrangement will never be satisfied. If a given 
package is to be present in the entire system in 
only one version, the so-called One-Version Rule. 

As mentioned above, when developing software, 
it is recommended to use pre-existing 
components. An analysis of changes over 
subsequent years shows that the number of 
different externally sourced components used as 
dependencies in software development projects 
is on the rise, as is the annual number of new 
releases. 

• 2021 - an average of 128 dependencies, 
an average of 10 releases per year, 

• 2022 - an average of 148 dependencies, 
an average of 10 releases per year, 

• 2023 - an average of 148 dependencies, 
an average of 15 releases per year, 

• 2024 - an average of 180 dependencies, 
an average of 16 releases per year. 

In the process of developing new features, 
programmers use well-known and currently 
used technologies. Reimplementation and 
introduction of new libraries into the project 
takes place when the expected workload for 
using current solutions seems 
disproportionately large compared to the 
benefits obtained. 
Moderating Processes 
In mature organizations, the process of adding a 
new library to a project often requires approval 

from the committee responsible for software 
security or license compliance.  This serves as a 
moderating factor in the process of excessive 
growth in the number of external dependencies. 
It is easier for a software developer to use an 
existing, approved library, as they do not have to 
go through the entire process of approving a new 
component. However, with the increase in the 
use of specialized assistants based on extensive 
language models, this condition will no longer be 
met, and the approval process itself will be 
automated. 
 
 In the first phase, decision delegation will be in 
practice, meaning that the result of the support 
system will be approved by a human operator. 
This will significantly reduce the time needed to 
moderate the growth of new dependencies in the 
software and ultimately eliminate the burden on 
the programmer. 
 
Increased Use of Artificial Intelligence Tools 
in Software Development 
 
Supporting routine tasks with various 
automation techniques is a standard feature of 
professional Integrated Development 
Environments (IDEs). When large language 
models were introduced, it became natural to 
integrate them into these tools. The first solution 
of this type was introduced in an experimental 
version in June 2021. In the following years, 
further growth in the penetration of 
development environments by support solutions 
could be observed. Detailed survey data on the 
use or planned use of AI tools by software 
developers have been available since 2023. For 
2021, only estimates are available for selected 
tools (Microsoft Copilot); for 2020, a value of less 
than 5% was assumed (as likely experimental 
work). 

 

Fig 1. AI Adoption 
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Based on the above data, it can be clearly stated 
that, since around mid-2023, the use of AI-based 
support tools has exceeded 50% and has become 
the dominant software development technique, 
Fig 1. This change is most likely permanent and 
will remain a permanent part of the techniques 
and tools used for software development. 
 
 Growth in the Number of Dependencies 
 
In recent years, with the increasing adoption of 
AI-assisted tools for software development, there 

has been a further increase in the number of 
different dependencies in IT projects (Table 1). 
The Pearson correlation coefficient for the above 
random variables is r ≈ 0.995, which should be 
interpreted as a strong positive correlation. It 
should be remembered that the sample is small 
at this point, and positive correlation alone does 
not imply causality, but the mechanisms 
described above may provide a basis for further 
research and observation of the phenomenon. 

 

Table 1: Dependency and AI adoption per year 

 

Year 
Average 

dependency count 
AI tools adoption 

percentage 

2021 128 30%ii 

2022 148 48%ii 

2023 148 44% 

2024 180 74% 

2025 -iii 86% 

 

In the upcoming years, further growth in the 
above relationships is to be expected. 

 Implications for Security 

The increased use of assisted tools leads to 
increased code complexity. Maintenance work on 
such material is labour-intensive, resulting in an 
increase in technical debt and higher code 
maintenance costs.  

Poorly maintained complex code negatively 
affects the security of the final product.  

Vulnerabilities in dependencies that are 
component parts constitute potential points of 
attack by hostile entities. A greater number of 
dependencies means a greater number of 
potential points of interaction that attackers can 
exploit.  

Assuming that p is the average probability of 
vulnerability occurring in component software, 
and n is the number of dependencies on external 
components of a given IT project, it can be 
predicted that on average there will be Vavg 
vulnerabilities, according to the following 
formula: 

 𝑉𝑎𝑣𝑔 = 𝑛𝑝  

Breaking the software by an attacker to achieve 
the desired effect usually requires more than one 
vulnerability, so a situation of significant risk, i.e., 
one with no fewer than three vulnerabilities, can 
be considered. Assuming, for simplicity, that  

vulnerabilities in component parts are 
independent of each other, the probability of at 
least k vulnerabilities occurring in the software 
can be calculated using the transformed binomial 
distribution X∼Bin(n,p) for k:
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𝑃(𝑋 = 𝑘) = (
𝑛

𝑘
) 𝑝𝑘(1 − 𝑝)𝑛−𝑘  

 Since: 

𝑃(𝑋 ≥ 𝑘) = 1 − 𝑃(𝑋 ≤ 𝑘 − 1) 

for k>1 we obtain: 

𝑃(𝑋 ≥ 𝑘) = 1 −∑𝑃(𝑋 = 𝑙 − 1)

𝑘

𝑙=1

 

Substituting the currently available data on the 
number of dependencies (180) and the 
probability of vulnerabilities occurring in  

software from different environments, in the 
above formula, we obtain the following results, 
Table 2: 

 

Table 2: Probability of vulnerabilities in ecosystems 

 

Environment p 𝑷(𝑿 ≥ 𝟑) 

PyPI 0.42% 4.09% 

RubyGems 7.5% ~100% 

Cargo 3.91% 97.33% 

NPM 6.93% 99.97% 

It can therefore be concluded that the probability 
of at least three vulnerabilities occurring in most 
environments is significant, exceeding 95%, and 
only in one environment is it less than 5%. 

Conclusions 

Analysis of the data presented above clearly 
indicates an increase in the number of 
dependencies used by software in recent years, 
which translates into the number of potential 
vulnerabilities. The probability of a significant 
threat occurring, i.e., one in which the number of 
vulnerabilities exceeds 3, exceeds 95% in most 
environments.  

At this point, the increase in the number of 
dependencies in software as a result of using AI-
powered tools remains a working hypothesis. 
Currently available data do not allow for clear 
conclusions to be drawn regarding the impact of 

this factor on the increase in the number of 
dependencies in software. 

Future Work 

It seems reasonable to extend the scope of 
further research to include an analysis of how 
software development tools using artificial 
intelligence decide on the choice of a given 
package to solve a problem requested by users, 
and an analysis of the extent to which these tools 
take into account issues related to the increase in 
the number of dependencies used, as well as 
issues related to vulnerabilities present in them. 

It is also recommended to develop in-depth 
reports and analyses on software development 
using artificial intelligence-assisted techniques, 
the impact of these techniques on code quality 
(these analyses are currently underway), the 
number of dependencies created, and the 
number of vulnerabilities present in them. 
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Another reasonable direction for further work is 
the development of models dedicated to 
minimizing the negative impact of the increase in 
dependencies and mitigating the resulting 
vulnerabilities.  
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i The term “customer” should be understood as both 

the person defining the requirements and the person 

sponsoring the project. 

 
 

ii Industry data. 
iii Currently no data available. 
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