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Abstract

Despite the fact that approved by Europarlament, 2018 Directive requested that Crypto currency exchange companies
should apply anti money laundering norms for all operations with crypto assets, approaches to such companies still were
no developed and described. These changes open crypto currency exchange companies for vulnerability in terms of
exposure for money laundering and therefore money laundering risk assessment is critically necessary.

The same approach is also acceptable for financial institutions who deal with crypto assets. Within last year’s number of
Initial Coin offers increased dramatically (Hsieh and Oppermann, 2021) , in result variety of the crypto assets trading
within crypto currency exchange was increased too. All above mentioned increase necessity for the effective money
laundering risk management. This paper aims to identify the approach how to access money laundering risk in crypto
currency exchange companies.

Author analyzed EU legal norms, defined the principles of the AML risk assessment for Crypto assets exchange
companies and offer risk Calculation matrix.
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Introduction

Generally, money laundering is described as the process by which the illegal nature of criminal proceeds is concealed or
disguised in order to give a legitimate appearance to these illegal proceeds. (FIAU, 2021) Namely, the money laundering
allows to criminals use the incomes from the illegal activity for the legal operations including financing some legal
businesses. With the purpose to achieve that goal, criminals mask the source of incomes or move the funds, arise from the
illegal activity, to destinations where they are less likely to attract attention.

The main methods, which use criminals for that purpose are:
e Placement
e Layering

e Integration

When we are speaking about Placement, we assume that criminals try to use official financial and nonfinancial organizations
to place illicit proceeds into financial system. Like splitting amount for small tranches, mixing illicit proceeds with legal
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incomes, purchasing currency like forex exchange. At that moment proceeds which forms money laundering are easier
detected.

The process of transformation, splitting and forming of complicated levels of financial transactions is called Layering. Within
this phase of the money laundering illicit proceeds, previously placed into financial systems, converted into forms, which
will allow to hide real source of incomes and/or these funds ownership.

The final stage of the money laundering is integration. Within this phase illicit proceeds, which was previously successfully
layered by criminals are used for the purchase of valuables, property or finance other private or linked to any corporation
expenses. Within this stage illicit proceeds may be also used to form or finance legal business.

Crypto assets and company who operate them, like crypto currency exchange can be used as the tools in all three stages of
money laundering and therefore effective approach for anti-money laundering policy should be developed.

(Europarlament, 2018) defines that approach used for mitigating the effect of the money laundering to business should be
risk based. That’s mean that money laundering for the company is the risk, and therefore all internal anti-money laundering
policies should be based on risk management.

Risk Based Approach

Before address the risk assessment, the business of crypto currency exchange companies should be assessed.

Crypto currency exchange companies are place for the issued crypto assets secondary market(Giudici et al., 2020). In
accordance to the 5 AML directive (Europarlament, 2018) all European Economic Area (EEA) countries should adopt into
their national legislation obligation to the crypto currency exchange companies became subject to local Anti-money
laundering legislation. Besides that, EU countries have differences in local legislation regarding licensing of such activities
and therefore operations, which may fulfill such companies are also differs (Hacker and Thomale, 2018). Despite that fact,
for all crypto currency exchange companies are typical following services, they offer to customers:

o Customer Wallet services — that’s mean that company holds for they customers crypto wallets where customers
hold their crypto assets.

e Wallet deposit services — these services allow to company’s customers place into wallets crypto assets via
blockchain and/or fiat currency by traditional financial systems.

e  Wallet withdrawal services - these services allow to company’s customers withdraw from wallets crypto assets via
blockchain and/or fiat currency by traditional financial systems.

e Exchange services — these services will allow to the company customers exchange assets within their wallets for
fiat or other crypto assets.

All above mentioned services form business activity of the crypto currency exchange company, and respectively all above
mentioned activities may be linked to any or even all above-described money laundering stages.

From other hand, analyzing such companies’ activity by the form of providing of these services it is obvious that all above
mentioned services are provided in electronic form.

The channels used for such operations are — classical financial systems and blockchain.

Summarizing all above mentioned, author define that from one perspective the money laundering within crypto currency
exchange company is similar to the money laundering withing financial institution. On the other hand, similar to security
risk (Amundrud et al., 2017), the risk arises from interaction of vulnerabilities — internal company business management
gaps, which may lead to money laundering and treats — events, internal or external, which may provoke money laundering.
Cox, 2008 defines the risk as:

Risk = Threat x Vulnerability x Consequence
If we will address above mentioned elements to money laundering risk then, under we will assume that:
e Threat — are defined as the external elements that seek to exploit vulnerabilities of the Company.
Vulnerability — are defined as the weaknesses that may be exploited for money laundering and terrorist financing

purposes.
e Consequence — is impact.



All three above mentioned components should be assessed, taking into account the nature of the business and related to the
business and it’s environment characteristics.

Threats

Autor analyzed FATF recommendations (FATF, 2021), norms Based on the 5" AML directive (Europarlament, 2018) and
defined following threats, typical for crypto currency exchange companies:

Identity Fraud

Fraudulent documents

Business activity of the customer

Geographical location

False/Incorrect personal data

Customer Criminal Record on ML/TF

Politically Exposed Person

Sanctions on the customer

9. Concealment of Beneficial Ownership

10. Customer’s geographical location from Sanctioned country
11. Transaction received from Sanctioned country

12. Transaction sent to Sanctioned country

13. Politically Exposed Person receiver

14. Sanctions on the transaction receiver

15. Beneficiary is a Politically Exposed Person

16. Customer reputation related to scam or fraud

17. Unlicensed activity transactions in cases where it is required
18. Customer business activity or source of funds is illegal

19. Counteragent source of funds from illegal activity

20. Non-identified parties account usage

21. Distributors AML/TF non-compliance control system

22. Outsourcing company will provide illegitimate information
23. Outsource company databases not updated

24. Outsource company failure to perform an adverse media check
25. Outsource company failure of Sanction screening
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Vulnerabilities

Analyzing crypto currency exchange company business activity, described above, author defines following vulnerabilities:

Failure of Customer KYC procedure

Compliance policies are not followed

Insufficient Customer Risk score

VPN usage to hide real location

Poor Compliance Officer training

Screening program on Criminal Record check database not synchronise between the countries Beneficiary has
relevant link to a PEP

7. Failure of Sanction screening

8. Failure to perform an adverse media check

9. Compliance Officer non-observance

10. Human factor

11. Incorrect Customer Risk score

12. Inappropriate Transaction Monitoring rules

13. Lack of transaction monitoring system

14. Not updated monitoring transaction policy

15. Uncontrolled compliance actions

16. Transaction valuation does not reflect the real value of item
17. Transactions without logical explanation

18. Failure to comply with AML/CFT requirements

19. Beneficiary shared access to the account with 3rd parties
20. Account opening by face-to-face identification

21. Account opening by non-face to face identification

22. Transactions made in company office face to face
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23. Transaction made by using mobile or desktop version
24. Face-to-face communication with the customer
25. Non-face-to-face communication with the customer

Risk Calculation

Every vulnerability and threat identified below will have a certain likelihood of occurring and the Severity on the operations
of the Company. In general, the ratio of the likelihood and severity will be assessed in the following way considering the
risks ranging from the low to the extreme where the lowest is 1 and the highest is 16:

Table 1: Risk calculation table

Severity/Impact
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Source: Developed by author

The figures in the tables are showing the final risk scoring that provides the multiplied combinations of the probability and
impact that will have the most severe consequences for the operations of the Company. The colour of the squares shows the
level of the risk of each combination of Likelihood and Severity:

Green — low

Yellow — Medium
Red — High
Bordeaux — Extreme

The Company has to determine the likelihood of any one scenario materialising, and the possible impact thereof. Taken
together, likelihood and impact will lead to one’s inherent risk. A Likelihood Scale refers to the potential of an ML/FT
risks. Four levels of risk are shown in table below.

Table 2:Likelihood scale

4 — Extreme Can occur several times a year

3 — High Can occur a few times a year — reasonable chance
2 — Medium Can occur once a year — small chance

1 —Low Can occur less than once a year — very unlikely

Source: Developed by author

An Impact Scale refers to the seriousness of the damage (or otherwise) that could occur should the event happen (and the
risk, therefore, materialises). Four levels of risk are shown in table below.



Table 3:Impact scale

4 — Extreme Severe loss or damage, heavy supervisory action — long-term
effect
3 —High Large loss or damage, supervisory action — medium-term effect
2 — Medium Limited loss or damage, minor supervisory action — short-term
effect
1 — Low Negligible loss or damage, no supervisory action — no effect

Source: Developed by author

Each classification of the treats and vulnerabilities likelihood and Impact should be done as an expert evaluation, analysing
specific of the Company KYC procedure and operations monitoring.

The final risk definition should be done, by the table below, where risk in the empty columns should be placed and
calculated based on expert evaluation, mentioned above.

Vulnerability

Table 4:Risk Calculation matrix

Threat

Base Risk for threat

Likelihood for threat
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Risk for Vulnerability before

assessment

Impact

Final pre-mitigation Risk

Risk name

Failure of Customer . . .
1.1. KYC procedure 2.1. | Identity Fraud Identity thief
Failure of Customer . .
1.1. KYC procedure 2.2 | Fraudulent documents Identity thief
Failure of Customer Business activity of the Unknown business
1.1. KYC procedure 2.3 4 Y activity of the
customer
customer
Failure of Customer Unknown customer
1.1. KYC procedure 2.4 | Geographical location real
location/address
Failure of Customer Unidentified
1.1. KYC procedure 2.5 | False/Incorrect personal data beneficiary
11 Failure of Customer 26 Customer Criminal Record Account opening to
o KYC procedure : on ML/TF a criminal/terrorist
Failure of Customer Account opening to
KYC procedure .. unidentified
1.1. 2.7 | Politically Exposed Person Politically Exposed
Person
Failure of Customer . Account opening to
1.1. KYC procedure 2.8 | Sanctions on the customer a sanctioned person
11 Failure of Customer 2.9 Concealment of Beneficial Unknown account
o KYC procedure ’ Ownership beneficial owner
1.2 2.1. | Identity Fraud Identity thief




Compliance policies
are not followed

Compliance policies

Identity thief

1.2 2.2 | Fraudulent documents
are not followed
1.2 2.3 Unknown business
) o ) o activity of  the
Compliance policies Business activity of the G
are not followed customer
Compliance policies Unknown customer
1.2 P P 2.4 | Geographical location real
are not followed .
location/address
1.2 i ici 2.5 Unidentified
Compliance policies False/Incorrect personal data meentitic
are not followed beneficiary
1.2 Compliance policies | 2.6 | Customer Criminal Record Account opening to
are not followed on ML/TF a criminal/terrorist
1.2 2ol Account opening to
Compliance policies o unidentified
are not followed oliiieely | 8peset enom Politically Exposed
Person
1.2 i ici 2. . A t ing t
Compliance policies 8 Sanctions on the customer ccount opening to
are not followed a sanctioned person
1.2 Compliance policies | 2.9 | Concealment of Beneficial Unknown account
are not followed Ownership beneficial owner
1.3 Insufficient Customer | 2.1. | Identity Fraud Identity thief
Risk score
1. i 2.2 I ity thief
3 Iqsufﬁment Customer Fraudulent documents dentity thie
Risk score
1.3 23 Unknown business
Insufficient Customer Business activity of the activity of  the
Risk score customer customer
L= Insufficient Customer 5 . . Wil Grsfioiing?
. Geographical location real
Risk score g
location/address
1.3 Insufficient Customer | 2.5 Unidentified
. False/Incorrect personal data .
Risk score beneficiary
1.3 Insufficient Customer | 2.6 | Customer Criminal Record Account opening to
Risk score on ML/TF a criminal/terrorist
1.3 2.7 Account opening to
Insufficient Customer . unidentified
Risk score Politically Exposed Person Politically Exposed
Person
1.3 Insufficient Customer | 2.8 . Account opening to
. Sanctions on the customer .
Risk score a sanctioned person
1.3 Insufficient Customer | 2.9 | Concealment of Beneficial Unknown account
Risk score Ownership beneficial owner
1.4 Real location does not | 2.1. | Identity Fraud Identity thief
correspond to virtual
location
1.4 Real location does not | 2.2 Identity thief
correspond to virtual Fraudulent documents
location
14 23 Unknown business

Real location does not
correspond to virtual
location

Business activity of the
customer

activity  of  the
customer




14 Real location does not | 2.4 Account opening to
correspond to virtual Geographical location a person from a
location sanctioned country

14 Real location does not | 2.5 Unidentified
correspond to virtual False/Incorrect personal data beneficiary
location

1.4 Real location dogs not | 2.6 Customer Criminal Record Acc.ou.nt opening to
correspond to virtual a criminal/terrorist

. on ML/TF
location

14 Real location does not 27 Ac.coun.t opening to
. .. unidentified

correspond to virtual Politically Exposed Person o

; Politically Exposed
location

Person

1.4 Real location does not | 2.8 Account opening to
correspond to virtual Sanctions on the customer a person from a
location sanctioned country

1.4 Real location does not | 2.9 . Unknown account

. Concealment of Beneficial .
correspond to virtual . beneficial owner
. Ownership
location

1.5 Poor Compliance | 2.1. | Identity Fraud Identity thief
Officer training

1.5 i 2.2 Identity thief
s Cqmphance Fraudulent documents ety fue
Officer training

1.5 2.3 Unknown business
Poor Compliance Business activity of the activity of  the
Officer training customer customer

1.5 . 2.4 Unknown customer
Poor Compliance . .

- Geographical location real
Officer training .
location/address

1.5 i 2.5 Unidentified
Poor Cqmp liance False/Incorrect personal data meemiie
Officer training beneficiary

1.5 Poor Compliance | 2.6 | Customer Criminal Record Account opening to
Officer training on ML/TF a criminal/terrorist

1.5 2.7 Account opening to

. unidentified
Poor Cqmp liance Politically Exposed Person Politically Exposed
Officer training Person

1.5 2.8 Account opening to

Poor Compliance ' a sanctioned person
. Sanctions on the customer
Officer training

1.5 2.9 Unknown account
Poor Compliance Concealment of Beneficial beneficial owner
Officer training Ownership

1.6 Screening program 2.1. | Identity Fraud Identity thief
not synchronise
between the countries

1.6 Screening  program | 2.2 Account opening to
not synchronise Fraudulent documents a criminal/terrorist
between the countries

1.6 2.3 Account opening to

Screening  program
not synchronise
between the countries

Business activity of the
customer

a person with a
criminal  business
activity




1.6 Screening  program | 2.4 Unknown customer
not synchronise Geographical location real
between the countries location/address
1.6 Screening  program 2.5 Unidentified
not synchronise False/Incorrect personal data beneficiary
between the countries
1.6 Screenin roeram | 2.6 L. Account opening to
not & synlghr(%nise Customer Criminal Record a criminal/terrorist
between the countries on ML/TF
1.6 2.7 Account opening to
Screening  program un1q§nt1ﬁed
not synchronise Politically Exposed Person el ez
between the countries Person. i
corruption or
bribery
1.6 Screening  program | 2.8 Account opening to
not synchronise Sanctions on the customer a sanctioned person
between the countries
1.6 oty pEgmEm 2.9 Account opening to
. Concealment of Beneficial unknown  person
not synchronise . . .
. Ownership with a criminal
between the countries
record
1.7 Beneficiary has | 2.1. | Identity Fraud Identity thief
relevant link to a PEP
17 i?:jfrftl?irzk toa Pl;)s 22 Fraudulent documents Identity thief
1.7 23 Account opening to
unidentified
Politically Exposed
) ) o Person related to
Beneﬁ(:la.ry has Business activity of the corruption or
relevant link to a PEP customer bribery
1.7 . 2.4 Unknown customer
Beneficiary has . .
relevant link to a PEP Geographical location real ‘
location/address
1.7 2.5 Account opening to
unidentified
Beneficiar has Politically Exposed
relevant 1ir}1]k to a PEP False/Incorrect personal data Person Zelaterzi to
corruption or
bribery
1.7 2.6 Account opening to
unidentified
Beneficiary has Customer Criminal Record Politically Exposed
relevant link to a PEP on ML/TF Person related to
corruption or
bribery
1.7 2.7 Account opening to
Beneficiar has .. unidentified
relevant lir}llk to a PEP Politically Exposed Person Politically Exposed
Person
1.7 2.8 Account opening to

Beneficiary has
relevant link to a PEP

Sanctions on the customer

a sanctioned
Politically Exposed
Person related to




corruption or
bribery

1.7 2.9 Account opening to
Beneficiary has Concealment of Beneficial unidentified
relevant link to a PEP Ownership Politically Exposed

Person

1.8 Failure of Sanction | 2.1. | Identity Fraud Identity thief
screening

1.8 i i 2.2 Identity thief
Fallurg of Sanction Fraudulent documents entity thie
screening

1.8 23 Account opening to
Failure of Sanction Business activity of the a person  with
screening customer sanctioned business

activity

1.8 Failure of Sanction 2.4 . . Account opening to

. Geographical location a person from a
screening .
sanctioned country

1.8 i i 2.5 A t ing t
Fa1lur§ off EnshiEn False/Incorrect personal data SRR G T
screening a sanctioned person

1.8 2.6 Account opening to

a sanctioned person
Failure of Sanction Customer Criminal Record
screening on ML/TF

1.8 2ol Account opening to
Fa11ur§ of Sanction Pslitiselly Spesed e Politically Exposgd
screening person with

sanctions

1.8 Failure of Sanction | 2.8 . Account opening to

. Sanctions on the customer .
screening a sanctioned person
18 Failure of Sanction 2.9 Concealment of Beneficial RSO G (D
: : unknown
screening Ownership .
sanctioned person

1.9 Failure to perform an | 2.1. | Identity Fraud Identity thief
adverse media check

1.9 i 2.2 Identity thief
LI 29 ) §rform an Fraudulent documents ety fue
adverse media check

1.9 23 Unknown business
Failure to perform an Business activity of the activity of  the
adverse media check customer customer

1.9 . 2.4 Unknown customer
Failure to perform an . .

. Geographical location real
adverse media check .
location/address

1.9 Failure to perform an | 2.5 Unidentified

. False/Incorrect personal data .
adverse media check beneficiary
1.9 Failure to perform an | 2.6 | Customer Criminal Record Account opening to
adverse media check on ML/TF a criminal/terrorist
1.9 2.7 Account opening to
Failure to perform an .. unidentified
adverse media check Politically Exposed Person Politically Exposed
Person

1.9 Failure to perform an | 2.8 . Account opening to
. Sanctions on the customer .

adverse media check a sanctioned person

1.9 Failure to perform an | 2.9 | Concealment of Beneficial Unknown account

adverse media check

Ownership

beneficial owner




1.10 Compliance Officer | 2.1. | Identity Fraud Identity thief
non-observance
1.10 | Compliance Officer | 2.2 Fraudulent documents Identity thief
non-observance
1.10 2.3 Unknown business
Compliance  Officer Business activity of the activity of  the
non-observance customer customer
1.10 Compli Offi 24 Unknown customer
omp blance feer Geographical location real
non-observance location/address
1.10 Compliance Officer | 2.5 False/I ; 1 dat Unidentified
non-observance alserincorrect personat data beneficiary
1.10 | Compliance Officer | 2.6 | Customer Criminal Record Account opening to
non-observance on ML/TF a criminal/terrorist
1.10 2.7 Account opening to
Compliance Officer . unidentified
non-observance elliatelly IBpesed e Politically Exposed
Person
1.10 | Compliance Officer | 2.8 . Account opening to
Sanctions on the customer .
non-observance a sanctioned person
1.10 2.9 Unknown account
Compliance Officer Concealment of Beneficial oG Oris:
non-observance Ownership
1.11 Human factor 2.1. | Identity Fraud Identity thief
11 Human factor 2.2 Fraudulent documents Identity thief
1. 11 2.3 Unknown business
Human factor Business activity of the activity of  the
customer customer
1. 11 2.4 Unknown customer
Human factor Geographical location real
location/address
1.11 2.5 Unidentified
Human factor False/Incorrect personal data meenttie
beneficiary
1.11 . fact 2.6 | Customer Criminal Record Account opening to
uman factor on ML/TF a criminal/terrorist
1.11 2.7 Account opening to
.. unidentified
Human factor Politically Exposed Person Politically Exposed
Person
1. 11 2.8 Account opening to
Human factor Sanctions on the customer a sanctioned person
1. 11 2.9 Unknown account

Human factor

Concealment of Beneficial
Ownership

beneficial owner

Source: Developed by author

Conclusion

In accordance to Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL on Markets in Crypto-Assets, and Amending Directive (EU) 2019/1937, 2020 all EEA




Countries will be forced to harmonized national legislation regarding cryptocurrency exchange companies’ supervision and
all such companies will become financial institutions. In a view of that fact, already today this sector of economy should use
anti-money laundering approach, expandable with necessary adaptive characteristics, which in the future will allow
transformation of crypto currency exchange companies into financial institutions.

Author developed list of threats and vulnerabilities may be easily adopted for any type of operations and services offered by
financial institution in future and currently existing crypto currency exchange companies. Developed by author Risk
calculation matrix may be used as template for AML risk assessment. In case if based on the Business model of assessed
company, some vulnerabilities are admitted as non-existing — all rows containing such vulnerabilities may be removed from
the Risk calculation matrix. As well, with the money laundering risk assessment, which will be formed by above mentioned
companies, understanding on vulnerabilities of the company will allow more targeted selection of mitigation strategy.
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