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Abstract

This article offers a comprehensive review of the latest tools for network analysis, focusing on methods and
applications that utilize the NetworkX package. It examines recent advancements in community detection, network
propagation, source identification within social networks, and strategies for identifying critical nodes. Special
emphasis is placed on advanced algorithms that enhance NetworkX's functionality in dynamic environments. This
review serves as a valuable resource for researchers and practitioners looking for practical and effective tools for
modern network analysis. The paper provides sample usages of the described libraries, encouraging readers to
utilize them effectively.
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Introduction and research motivation

In today's world, networks are gaining attention across various research fields because they are often used to model
and analyze complex systems. Networks can be found in many areas, helping to capture phenomena such as road
systems, social connections, transport routes, and contact patterns. This widespread application has contributed to the
popularity of network analysis in higher education and academic research [1], [2], [3]. With the rapid growth of
network science, a variety of tools have been developed to make this field more accessible to a broader audience.
Computer scientists, physicists, and mathematicians can utilize libraries, while graphical tools cater to social scientists,
biologists, and educators [1], [3], [4], [5].

A key tool for network analysis in Python [6] is the NetworkX [4] package, which provides functions for creating,
visualizing, and analyzing networks. It enables researchers to calculate centrality, detect communities, and explore
relationships between nodes. However, NetworkX does not cover all available methods globally. As a result,
specialized open-source projects have emerged that focus on specific areas such as community detection, centrality,
propagation simulation, and identifying source nodes. While many algorithms have been developed, only a few well-
known methods are included in general libraries like NetworkX or iGraph [7]. Utilizing other methods often requires
finding the original paper that introduces the algorithm, implementing it, or locating a reliable implementation,
learning how to use it, converting network formats, and adapting the results to meet specific needs. This process can
make it challenging and time-consuming to use, study, and compare these methods.

This article showcases the latest tools researchers can use to reach specific goals, offering an overview of current
solutions to help them understand available options and see how their methods may align. It also promotes these tools
within the scientific community by demonstrating their applications across diverse scenarios.
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Nodes Evaluation

Node evaluation is a technique used to assess the importance of individual nodes within a network. This assessment
helps identify the most influential nodes, providing insights into the network's structure and behavior. In practice,
node evaluation involves measuring various forms of centrality, which indicate how "central" or "influential” a node
is [8], [9], [10]. Centrality metrics capture different aspects of a node's position and influence, including its
connectivity, control over network flow, and proximity to other nodes. These evaluations enable researchers to detect
key nodes, analyze their contributions to information spread, and understand their roles within larger systems [11],
[12], [13], [14]. Mathematically, the centrality of a node V can be represented as a function C(v) = f(G,Vv).

NetCenLib (Network Centrality Library) [15] is a dedicated Python library that provides a convenient way to use an
extensive set of network centrality measures. It allows us to quickly and easily run them and analyze the obtained
results. The summary of the available techniques is presented in Table 1. The library is organized according to best
Python practices, provides available documentation [16], and is easy to use. NetCenLib is available in the official
Python packages repository and can be installed using the command: pip install nsdlib.

Table 1 List of implemented centrality measures in NetCenLib

Node evaluation metric name
Algebraic Current Flow Closeness Group Closeness Mnc
Average Distance Decay Group Degree NetSleuth
Barycenter Degree Harmonic Pagerank
Betweenness Diffusion degree degree Heatmap Pdi
BottleNeck Dispersion Hubbell Radiality
Centroid Dynamic age JordanCenter Rumor
Closeness Eccentricity Katz Second Order
ClusterRank ClusterRank Eigenvector Laplacian Semi Local
Communicability Betweenness Entropy Leverage Subgraph
Coreness Geodestic k path path Lin Topological
Current Flow Betweenness Group Betweenness Load Trophic Levels

Listing 1 shows a sample usage of the NetCenLib package to compute the four most popular centrality measures on
the Karate Club graph using the NetworkX library. It evaluates nodes based on Degree Centrality, Betweenness
Centrality, Closeness Centrality, and Eigenvector Centrality. All implemented techniques are accessible under the
main module netcenlib, making the package easy to use.

import networkx as nx
import netcenlib as ncl

# Create a graph
G = nx.karate_club_graph()

# Compute degree centrality
degree_centrality = ncl.degree_centrality(G)

# Compute betweenness centrality
betweenness_centrality = ncl.betweenness_centrality(G)

# Compute closeness centrality
closeness_centrality = ncl.closeness_centrality(G)

# Compute eigenvector centrality
eigenvector_centrality = ncl.eigenvector centrality(G)




# Print obtained score
ncl.print_dict(degree_centrality)

Listing 1 A sample usage of NetCenLib to compute different centrality measures

Community detection

Community detection refers to the process of identifying groups, or "communities," within a network where nodes are
more closely connected to one another than to those outside the group. This technique is essential in network analysis
because communities often represent significant clusters, such as social groups, functional modules, or interaction
patterns [8], [19]. By detecting these communities, researchers can gain valuable insights into the structure and
function of complex systems, whether they pertain to social networks, biological systems, or models of information

spread. Mathematically, community detection methods aim to dividegraphG into g disjoint sub-graphs

k
C =(V,E;),inwhich Vi# j:C, NC, = & and U C, =V . The CD1ib (Community Discovery Library) [20]
i=1

has been developed as a Python library to assist researchers in applying and comparing different community detection
techniques. CD11ib provides standardized access to a wide range of clustering algorithms, simplifying the analysis and
evaluation of community structures across various networks. With easy access to diverse community detection
methods and built-in tools for evaluation and visualization, CD1ib supports researchers, developers, and practitioners
in performing high-quality network analysis. This library streamlines the process of testing, refining, and selecting the
most suitable community detection methods for specific applications, enhancing the depth and accuracy of network
studies. The list of available community detection methods in CDLib package is presented in Table 2.

Table 2 Community detection methods available in CDLib package

Community detection method name
AGDL Entropy-based clustering LAIS2 Rb pots
Angel Newman’s leading | Leiden Rber pots
eigenvector
ASLPAw EM Lemon Ricci
FluidC EnDNTM LFM SBM
Bayan Eva Louvain SBM nestes
Belief FRC-FGSN LPAM SCAN
BiMLPA Genetic LPANNI Siblinarity
BRIM Gdmp?2 LSWL Significance communities
CoAch Girvan—Newman LSWL plus SLPA
Combo Graph Entropy MCL Spectral
CONGA CNM MCODE Spinglass
CONGO Head/Tail MOD M Surprise
Core expansion HLC MOD R Thresholdclustering
CPM I-Louvain MULTICOM TILES
CPM Bipartite Infomap Node perception UMSTMO
Divide and Conquer | Infomap bipartite OSSE Weighted community
Strategy
Demon IPCA Paris Walkscan
DER k-clique PercoMVC Walktrap
DPClus Kcut Principled custering
Ego-networks Label propagation Regularised spectral




Similarly to NetCenLib, access to a wide range of community detection techniques in CDLIib is straightforward as it
follows the best Python practices, and all implemented methods are exported into the main module. Listing 2 presents
sample usage of how to obtain communities by the Louvain method over Karate club network. This package is also
available in the PyPI repository and can be installed via the pip install cdlib command.

from cdlib import algorithms
import networkx as nx

# Create a graph
G = nx.karate_club_graph()

# Compute communities
coms = algorithms.louvain(G, weight="weight', resolution=1., randomize=False)

# Print communities
print(coms)

Listing 2 A sample usage of CDLib to compute communities via the Louvain algorithm

Propagation simulation

Propagation simulation, also known as diffusion simulation, involves mathematical models that describe how
information, diseases, or influence spread through a network over time. These models are based on research and real-
world observations, with certain simplifications to make them applicable across various domains. Propagation
simulations are essential in fields like epidemiology, sociology, and marketing, as they allow researchers to explore
and predict the dynamics of spread within complex systems. Using these models, researchers can simulate how quickly
a disease might move through a population, identify key influencers within a social network, or estimate the potential
reach of a marketing campaign [11], [21], [22], [23]. There are two main categories of those models: Epidemic and
Opinion dynamics. NDLib (Network Diffusion library) [24] is a Python library that provides a unified platform to
simulate a wide range of diffusion models, making it accessible for researchers, educators, and developers to analyze
and visualize these complex processes. This package is also available in the PyPI repository and can be installed via
the pip install ndlib command. Table 3 presents the list of available methods grouped by type.

Table 3 Propagation models available in NDLib

Type Name Type Name
SI Voter
SIS Q-Voter
SIR Majority Rule
SEIR (DT) Sznajd
SEIR (CT) Cognitiye Opinion
Dynamics
SEIS (DT) Algorithmic Bias
Algorithmic Bias Media
Epidemic SEIS (C) Opinion dynamics Mfdel
SWIR Example
Threshold Weighted Hegselmann-
Krause
Generalized Threshold Hegselmann-Krause
Kertesz Threshold
Independent Cascades
Profile
Profile Threshold




UTLDR

Independent Cascades with Community
Embeddedness and Permeability
Independent Cascades with Community
Permeability

Independent Cascades with Community
Embeddedness

Listing 3 presents a sample code for configuring a simulated propagation process over the Karate Club network using
the SI epidemic model. This process is slightly more complex than previous examples, as it not only runs the algorithm
but also allows for configuring specific simulation conditions. NDLib is well-documented, actively maintained, and
offers comprehensive online resources, making it user-friendly and reliable for conducting network simulations.

import ndlib.models.epidemics as ep
import ndlib.models.ModelConfig as mc
import networkx as nx

# Create a graph
g = nx.karate_club_graph()

# Model selection
model = ep.SIModel(g)

# Model configuration

cfg = mc.Configuration()

cfg.add_model parameter('beta', 0.01)
cfg.add_model_parameter("fraction_infected", 0.05)
model.set_initial status(cfg)

# Simulation

iterations = model.iteration_bunch(200)
Listing 3 A sample configuration and simulation of propagation by SI model over Karate club network with
NDLib package

Source detection

Source detection in propagation refers to identifying the origin or initial source of a spreading process within a
network. This is a critical task in fields such as epidemiology, cybersecurity [25], and social network analysis [3],
[26], where tracing back to the source can help contain disease outbreaks, track down malware origins, or identify the
first source of rumors or misinformation [9]. Technically, source detection algorithms aim to identify the origin(s) of
propagation in a network by applying graph theory. In most cases the network is represented as an undirected graph
G(V,E), where V is a set of nodes (users/computer, etc.) and E is a set of edges (relationships between them).
Propagation starts from a source node or a set of nodes, and it spreads along the edges based on specific diffusion
models, such as SI, SIS, or SIR. These models simulate the propagation, creating a "propagation graph" that reflects
how the spread unfolds over time under controlled conditions. At a given time, the propagation graph G,(V;,E,) is

the subgraph of G induced by the set of propagated (infected) nodes ¥, =V and the edges E, < E connecting them.

The goal of source detection algorithms is to infer the initial source nodes S from the observed
propagation graph G,. Mathematically, this task involves estimating a probability distribution P(s|G,), where
s eV (or s cV for multiple sources) represents the most likely source or sources of propagation [9], [10], [27], [28].
A range of tools has emerged, providing implementations of various source detection algorithms. Among these,
NSDLib (Network Source Detection Library)[29] offers a comprehensive library of detection algorithms, allowing
for efficient integration and testing within different projects. Additionally, RPaSDT (Rumor Propagation and Source
Detection Toolkit) [30] provides a graphical interface that enables users to conduct simulations, perform network



analysis, and evaluate detection techniques visually. This combination of libraries and graphical interfaces allows
researchers and practitioners to explore and validate source detection methods more effectively, enhancing both
usability and depth of analysis. Moreover, GUI based approach can be used for educational purposes by doing analyses
on smaller networks.

NSDLib is a tool that integrates well-known network-related libraries into one framework dedicated to detecting
sources of propagation, providing three core strategies to identify multiple origins within a network. The first strategy,
Propagation Outbreak Detection, divides the network into distinct propagation regions, each potentially originating
from a different source. This segmentation allows researchers to isolate propagation clusters, making it possible to
trace each one back to its respective starting point. The second technique, Threshold-Based Selection, involves
evaluating all nodes based on specific criteria, where nodes exceeding a designated threshold score are identified as
potential sources. This approach offers flexibility, as the threshold can be adapted based on network characteristics
and detection requirements. The third strategy, Two-Step Evaluation, is based on the method presented in [32] and
applies a two-phase scoring system: nodes undergo an initial evaluation to select those with the highest scores, and a
second evaluation then identifies top-ranked nodes among this subset, designating them as primary sources. It is worth
mentioning that it provides also access to the implementation of propagation reconstruction techniques like SbRP or
SHNI. NSDL1ib is available in the official Python packages repository and can be installed using the command: pip
install nsdlib. It can be used in any Python-supported environment, like GUI applications, and scripts, or
exposed as API and used by frontend code for JavaScript-based solutions [31].

Listing 4 provides sample code for performing source detection using the NSDLib library on a propagation graph
derived from the Karate network, after removing nodes 10, 15, 20, and 33. First, the SbRP method is applied to
reconstruct the propagation graph. Then, outbreaks are identified using the Leiden algorithm. The next step involves
node evaluation within the identified outbreaks. Finally, source detection selection and evaluation are conducted to
determine the likely origins of propagation.

import networkx as nx
import nsdlib as nsd

G = nx.karate_club_graph()

# propagation graph

IG = G.copy()
IG.remove_nodes_from([10,15,20,33])

real_sources = [0,8]

# 1. Graph reconstruction

EIG = nsd.reconstruction_sbrp(G, IG)

# 2. Propagation outbreaks detection

outbreaks = nsd.outbreaks leiden(EIG)

# 3. Outbreaks evaluation and source detection

# detected_sources = []

for outbreak in outbreaks.communities:
outbreak_G = G.subgraph(outbreak)
nodes_evaluation = nsd.evaluation_jordan_center(outbreak G)
outbreak_detected_source = max(nodes_evaluation,

key=nodes_evaluation.get)
detected_sources.append(outbreak _detected_source)

# 4. Propagation source detection evaluation

evaluation = nsd.compute_source_detection_evaluation(
G=EIG,
real_sources=real_sources,
detected_sources=detected_sources,

)

print(evaluation)

Listing 4 A sample code executing propagation source detection with NSDLib




RPaSDT provides a graphical interface to access the techniques discussed, offering an intuitive platform for users to
work with network analysis tools. Currently, it integrates solutions such as NetCenLib, CDLib, and NDLib, with
planned expansions to incorporate a dedicated source detection solution, NSDLib. This integration will further
enhance RPaSDT’s functionality in identifying propagation sources. An example of using the RPaSDT’s solution is
shown in Figure 1. This product is not available via PyPI, ready to use binaries on Linux and Windows are available
on the project GitHub repository.
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Figure 1 Sample usage of RPaSDT to perform source detection simulation experiment

Conclusions

This article provides a detailed review of recent tools for network analysis, emphasizing methods and applications that
leverage the NetworkX package. It explores advancements in community detection, network propagation, source
identification within social networks, and techniques for identifying influential nodes. The review highlights advanced
algorithms that extend NetworkX's capabilities in dynamic contexts, offering researchers and practitioners practical
insights into modern network analysis tools. Sample applications of the discussed libraries are included, encouraging
readers to implement these tools effectively in their work.
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