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Introduction 

 
Every day, millions of passengers and countless tons of cargo traverse the globe through a network of modern 

airports. This immense flow of people and goods is the lifeblood of the global economy and international 

connectivity, yet it also presents a significant security challenge. Standing as the critical, often invisible, 

sentinels ensuring the safety of this complex system are X-ray security scanners [1–3]. These sophisticated 

devices are the cornerstone of aviation security, forming the primary non-invasive method for screening 

baggage, cargo, and personal belongings. The iconic glow of the X-ray screen, with its kaleidoscopic color-

coded images, is a universal experience for any traveler. However, the technology behind this familiar sight has 

undergone a radical transformation. It has evolved far beyond simple monochrome imaging into a powerful 

suite of analytical tools. Modern systems leverage advanced algorithms, material discrimination, and even 3D 

computed tomography (CT) to automatically detect potential threats [4, 5], from conventional weapons and 

explosives to organic materials and liquids, with unprecedented accuracy and speed. 

 

X-rays are a form of ionizing radiation, which means they carry enough energy to remove tightly bound 

electrons from atoms, thereby creating charged particles within the materials they penetrate. This fundamental 

property is what makes them useful for imaging but also forms the basis for their potential harm to biological 

tissues [6, 7]. The primary risks associated with X-ray exposure are well-documented and fall into two main 

categories: deterministic effects and stochastic effects. Deterministic effects are harmful outcomes that are 

guaranteed to occur only if a specific threshold of radiation exposure is exceeded. The severity of the effect 
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increases with the dose received. Below this threshold, the effect does not occur. These effects are caused by 

high doses of radiation that cause widespread cell death and tissue damage, overwhelming the body's natural 

repair mechanisms. Examples include radiation burns, similar to severe sunburns but capable of penetrating 

deeper tissue, and radiation sickness, which occurs after whole-body exposure to a very high dose in a short 

period and involves symptoms like nausea, vomiting, and damage to the bone marrow. Another deterministic 

effect is the formation of cataracts, as the lens of the eye is particularly sensitive to radiation damage. It is 

critical to understand that these effects are not a concern for passengers or airport staff in a security screening 

context. The doses emitted by modern airport X-ray scanners are millions of times lower than the thresholds 

required to cause such damage. The more relevant category for low-level exposure is stochastic effects. These 

are probabilistic effects that have no known safe threshold; their likelihood of occurrence increases with 

increasing radiation exposure, but their severity does not. The mechanism involves low doses of radiation 

causing damage to a cell's DNA without killing it. If this genetic damage is incorrectly repaired by the body, it 

can lead to mutations that may eventually result in cancer. The primary long-term concern from low-dose 

radiation exposure is this increased lifetime risk of developing various types of cancer. There is also a 

theoretical risk of heritable genetic effects, where damage to DNA in sperm or egg cells could be passed on to 

future generations, though no such effects have ever been observed in human studies [8]. This theoretical risk is 

the foundation of the principle behind all radiation safety protocols: that no dose of radiation is considered 

completely safe. Consequently, all exposure must be justified by a greater benefit and kept As Low As 

Reasonably Achievable, a concept known as ALARA [9]. When considering airport security scanners, the 

extremely low dose involved is the key factor. The radiation dose from a single airport body scanner scan is 

statistically insignificant. It is roughly equivalent to the natural background radiation a person receives during 

just a few minutes of flying in an airplane at cruising altitude or simply from being on the Earth's surface for a 

few minutes. This minute exposure is far less than that of a standard medical chest X-ray. Therefore, while the 

harmful effects of X-rays are a serious consideration in medical and industrial settings, the security screening 

environment is meticulously designed with heavy shielding and safety interlocks to ensure that the risk to both 

passengers and operators is effectively zero. The benefit of ensuring aviation security is considered to vastly 

outweigh the immeasurably small theoretical risk posed by the technology. The implementation of a digital twin 

within the research framework mitigates risks to human operators. 

 

The airport check-in process, often a passenger's first encounter with the complexities of air travel, is on the 

brink of a profound transformation. The catalyst for this change is the emergence of digital twin technology. A 

digital twin is a dynamic, virtual replica of a physical object, process, or system. In the context of an airport, this 

means creating a living digital model of the entire terminal, encompassing everything from physical 

infrastructure like check-in counters and conveyor belts to the real-time flow of passengers, luggage, and staff. 

In the critical area of aviation security, the X-ray screening of passenger luggage is a complex process where 

accuracy and efficiency are paramount [10]. Digital twin technology is now being implemented to revolutionize 

this specific operation. A digital twin in this context is a dynamic, virtual replica of the entire luggage handling 

and screening ecosystem. This digital model integrates real-time data from multiple sources, including the X-ray 

scanners themselves, the conveyor belt systems, the computed tomography (CT) scanners, and the human 

operators' workstations. It continuously receives information on processing times, image analysis results, alarm 

rates, and even the performance metrics of the screening staff. The implementation of a digital twin for luggage 

X-ray screening delivers significant advantages. A primary benefit is predictive maintenance and optimization. 

The twin monitors the health and performance of each X-ray machine in real-time. By analyzing data on 

component stress and usage patterns, it can predict potential failures before they occur. This allows for 

scheduling maintenance during off-peak hours to avoid system downtime and ensures maximum availability of 

security lanes. Furthermore, the technology offers profound insights into operator performance and training. The 

system can create a digital twin of the screening process itself, simulating the flow of baggage images to an 

operator's station. This allows managers to analyze workflow efficiency, identify bottlenecks, and understand the 

factors that contribute to operator fatigue or error. This simulated environment also becomes a powerful training 

tool, generating a limitless library of virtual baggage with known threat items to train and certify screeners 

without disrupting the live operational system. Finally, the digital twin serves as a vital tool for scenario testing 

and process refinement. Security directors can use it as a testing ground to virtually model the impact of new 

regulations or the integration of new scanner technology. This enables data-driven decisions that enhance both 

security protocols and operational efficiency before any physical changes are implemented in the real world. 

 

This work presents the development of a digital twin representing passenger luggage. The model incorporates 

common items typically carried in suitcases alongside three threat objects: a grenade, a knife, and a revolver. 

The X-ray imaging process was simulated using custom shader programs to alter the visual properties of the 

luggage and its contents. The entire simulation framework was implemented using the Unity 3D software 

engine. 



 

This document is structured to provide a comprehensive and logical progression through the development and 

implementation of our project. The work begins by establishing a foundational understanding of the core 

technology before moving into a detailed exposition of our methodology, and concludes with a presentation of 

our findings. A potential application of our 3D model of luggage is for virtual reality courses on dangerous item 

recognition. In the future, the realism of this model can be enhanced by leveraging generative adversarial 

network model [11]. 

 

Digital Twin Technology and Applications 

 
Digital twin technology represents a paradigm shift in how we interact with and manage physical systems. At its 

core, a digital twin is a dynamic, virtual representation of a physical object, process, or system that uses real-

time data and simulation to mirror its real-world counterpart. This goes far beyond a simple static 3D model or 

computer-aided design (CAD) drawing. The power of a digital twin lies in its bidirectional data flow; sensors on 

the physical entity continuously send data to the digital model, which in turn can provide insights, predictions, 

and even control commands back to the physical world [12]. This creates a closed-loop system that enables deep 

understanding, informed decision-making, and proactive intervention. The foundational principle of this 

technology is the seamless integration of the physical and digital realms [13]. A fully realized digital twin 

incorporates several key technological layers. It is built upon a detailed geometric model that defines the 

physical structure and appearance of the asset. This is enriched with integrated physics-based models that dictate 

how the object should behave under various conditions, such as stress, heat, or vibration. Most critically, the 

twin is connected to a live data stream from IoT sensors, which provides a constant pulse of information on 

performance, health, and environmental conditions [14]. Finally, advanced analytics and machine learning 

algorithms process this vast amount of data to detect anomalies, predict future states, and simulate the outcomes 

of different scenarios. The applications of digital twin technology are vast and transformative across numerous 

industries. In manufacturing, digital twins of production lines are used to simulate processes, optimize 

efficiency, and perform virtual commissioning of new machinery, drastically reducing downtime and costs [15]. 

The aerospace sector employs highly complex twins for entire aircraft, monitoring real-time performance during 

flights to predict maintenance needs and enhance fuel efficiency. Within urban planning, city planners are 

developing digital twins of entire metropolitan areas, often referred to as smart cities, to model traffic patterns, 

manage energy grids, and plan for sustainable growth [16]. In the realm of healthcare, innovative projects are 

creating digital twins of human organs to simulate surgical procedures or personalize treatment plans, paving the 

way for more precise and effective medicine [17]. Ultimately, the technology serves as a powerful sandbox for 

innovation, a tool for predictive maintenance, and a catalyst for unprecedented efficiency and understanding 

across the global industrial landscape. 
 

Modeling and Simulation Tools 

 
In our work we have used Blender software for modeling process [18]. This powerful, open-source 3D creation 

suite provided the essential tools for constructing the detailed geometric models required for our project. We 

utilized its comprehensive polygon modeling toolkit to create the foundational shapes of our objects, from 

common luggage items to specific threat objects. The software's advanced sculpting and texture painting 

features were instrumental in achieving a high degree of visual realism and surface detail. Furthermore, 

Blender's robust modifier stack allowed for a non-destructive workflow, enabling efficient iteration and 

refinement of our models. This flexibility and precision were critical in developing the accurate virtual assets 

necessary for our simulation. Figure 1 illustrates an example of the modeling work completed in Blender. The 

depicted suitcase model includes detailed components such as wheels and zippers. Each of these elements was 

modeled as a distinct object to facilitate the accurate assignment of different material properties.  
 



Figure 1. Screenshot of the Blender workspace showing the constructed 3D suitcase model. 

 
Figure 2 displays three models of dangerous items, also created within Blender. To achieve a high degree of 

visual fidelity, the textures applied to these models were sourced from photographs of real-world objects. The 

luggage set was modeled using Unity 3D game engine software, a powerful and versatile platform that extends 

far beyond its origins in game development to serve as a comprehensive environment for real-time 3D 

simulation and visualization [19]. While primarily known for creating interactive entertainment, Unity’s robust 

feature set makes it an ideal choice for building complex digital twins and serious training applications [20–22]. 

Its integrated development environment provides a unified workspace for assembling assets, scripting logic, and 

designing immersive user experiences, all within a single, cohesive ecosystem. A core strength of Unity in this 

context is its powerful rendering engine. For this project, Unity was instrumental in creating the visual 

simulation of the X-ray process. This was achieved through the development and implementation of custom 

shaders, which are specialized programs that run on the graphics processing unit (GPU). These shaders were 

meticulously programmed to override the standard surface appearance of the 3D models, manipulating light and 

transparency to replicate the unique visual characteristics of an X-ray scan, including the color-coded material 

differentiation based on atomic density. Furthermore, Unity’s built-in physics engine, NVIDIA PhysX [23], was 

employed to simulate realistic object behavior within the virtual luggage. This gravity-driven simulation ensured 

that the items inside the suitcase would settle, stack, and interact with each other in a physically plausible 

manner, adding a critical layer of authenticity to the digital replica. The engine calculated collisions, mass, and 

friction to determine the final resting position of each object, just as would occur in the physical world. Beyond 

rendering and physics, the entire interactive experience was orchestrated using C# scripting. This coding 

language was used to create the application logic, control the simulation runtime, manage the user interface, and 

handle the data flow between different components of the system. The ultimate result is a dynamic, real-time 

simulation that not only visually replicates a physical security system but also behaves as one, providing a 

valuable tool for research and training purposes. 
 



Figure 2. Blender-rendered views of the 3D dangerous item models used for the X-ray simulation. 

 

Geometric Modeling of Luggage and Contents 

 
Geometric modeling forms the foundational stage of creating digital assets, and in our work, this process was 

executed utilizing the comprehensive toolset provided by Blender, a powerful open-source 3D creation suite. 

Blender’s approach to modeling is both robust and nuanced, offering a multi-faceted workflow that 

accommodates everything from broad conceptual shapes to intricate surface details. The process typically 

begins with the creation of primitive forms such as cubes, cylinders, or spheres, which serve as the basic 

building blocks for more complex structures. These initial forms are then meticulously manipulated through a 

process known as polygonal modeling, where the artist carefully edits the mesh by working with its fundamental 

components: vertices, edges, and faces. This allows for precise control over the contour and topology of the 

object, ensuring the model is both visually accurate and geometrically sound for subsequent operations like 

animation or simulation. A significant advantage of using Blender for this purpose is its non-destructive 

workflow, heavily reliant on a powerful modifier stack. Modifiers are automated operations that apply effects to 

a model without permanently altering the underlying base geometry. For instance, the Subdivision Surface 

modifier is indispensable for smoothing a low-polygon mesh into a sleek, high-resolution object, while a 

Solidify modifier can quickly add thickness to a thin surface, turning a single plane into a three-dimensional 

panel. This non-destructive paradigm is crucial for iterative design, as it allows the modeler to experiment 

freely, adjust parameters at any time, and easily revert changes without compromising the entire project. This 

flexibility was essential for efficiently refining the models of luggage and its contents, enabling rapid 

prototyping and adjustment. Beyond basic polygonal modeling, Blender offers advanced techniques for 

achieving high levels of realism and detail. Sculpting mode provides a digital workspace analogous to working 

with traditional clay, allowing the artist to push, pull, and smooth the digital mesh to create organic shapes and 

complex surface textures that would be exceedingly difficult to achieve with standard editing tools. 

Furthermore, the software excels in hard-surface modeling, which was particularly relevant for creating 

mechanical elements like suitcase wheels and zippers. This involves techniques like precision bezier curve 

editing for creating complex outlines and boolean operations to cleanly combine or subtract shapes from one 

another. The culmination of this entire geometric process is a detailed, watertight digital asset, ready to be 

brought to life with materials, textures, and ultimately, integrated into the real-time simulation environment for 

further application. 

 

The contents of an average passenger's luggage are typically a reflection of both personal necessity and 

destination. Commonly, one would find a selection of clothing and footwear suitable for the duration of the trip 

and the expected climate, neatly folded or rolled. This is accompanied by personal hygiene items and toiletries, 

often stored in a clear, resealable bag to comply with aviation security regulations for liquids. Electronics such 

as laptops, tablets, smartphones, and their necessary chargers and power adapters are also standard fixtures. For 



longer journeys, it is common to find entertainment items like books or travel guides. The luggage may also 

contain miscellaneous yet essential personal items, including medications, sunglasses, keys, and important travel 

documents, all carefully packed to ensure a smooth journey. Figure 3 presents a selection of common personal 

items modeled for this project, including a pair of sunglasses, flip-flops, an apple, two bottles, and a set of 

headphones.  
 

Figure 3. The configured scene within Unity 3D, showcasing a collection of standard passenger items 

prior to X-ray simulation. 

Shader Programming for X-ray Visualization 

 
Shader programming stands as one of the most intricate and powerful disciplines within real-time graphics 

development, serving as the fundamental bridge between the mathematical description of a scene and the rich 

visual imagery rendered on the screen. In the Unity 3D engine, shaders are not merely optional effects but are 

essential programs that execute directly on the graphics processing unit (GPU). Their primary function is to 

dictate precisely how every single pixel, vertex, or fragment of geometry should be drawn, calculating 

everything from an object’s basic color and texture to the complex interplay of light, shadow, transparency, and 

reflection upon its surface. This process transforms raw 3D model data and scene information into the final, 

cohesive image that the user perceives, making shaders the cornerstone of defining a game or simulation's visual 

identity and realism. Unity provides a sophisticated and layered framework for authoring these critical 

programs, catering to a wide spectrum of complexity and developer expertise. For many common visual effects, 

artists and developers can utilize Unity’s built-in shaders or craft custom visuals without writing code through 

the Shader Graph tool. This node-based interface allows for the visual creation of shaders by connecting nodes 

that represent mathematical operations, textures, and lighting models, making advanced shading techniques 

more accessible. However, for achieving truly unique or highly optimized visual phenomena, writing code 

directly is often necessary. This is primarily done using HLSL within Unity’s custom ShaderLab framework 

[24]. A shader program in this context is typically composed of two key functions: the vertex shader and the 

fragment shader. The vertex shader processes each vertex of a 3D model, responsible for transforming its 

position from 3D model space into 2D screen space and preparing data such as normals and texture coordinates 

for the next stage. The fragment shader, also known as a pixel shader, then takes over to determine the final 

color of each individual pixel rendered for that object. This is where the most visually impactful calculations 

occur, including sampling texture maps, applying lighting equations like the Physically Based Rendering (PBR) 

model, and creating effects like emission, refraction, or dissolution. The practical applications of shader 

programming in Unity are virtually limitless, defining the entire mood and aesthetic of an experience. Beyond 

simply applying a color or an image to a surface, custom shaders can simulate a vast array of materials and 

states. They can create the illusion of water with rippling waves and reflective caustics, generate the dynamic, 

heat-distorted appearance of fire, or render skin that exhibits realistic subsurface scattering. In the context of 

simulation and serious games, shaders are equally pivotal. For instance, a project might require a shader that 

mimics the specific visual output of an X-ray scanner, interpreting the density of virtual objects and rendering 

them with a false-color translucency that reveals their internal structures. Ultimately, mastering shader 

programming in Unity is about mastering the art and science of light and perception, enabling the creation of not 

just graphics, but believable and immersive visual worlds.  

 



This work utilizes the HLSL language to modify model visuals, aiming to replicate the appearance of X-ray 

images from security checkpoint stations. In reality, the permittivity of materials to X-rays varies; for instance, 

more radiation penetrates silk than metal. Simulating an X-rayed object involves more than simply adjusting the 

alpha transparency component of an RGBA color. These objects also exhibit distinct visual changes at their 

edges. In X-ray imaging, the rim of an object is more pronounced than its interior. To simulate this effect, we 

begin by creating a vertex shader function in HLSL (Listing 1).  
 
v2f vert (appdata_base v) { 

 v2f o; 

 o.pos = UnityObjectToClipPos (v.vertex);  

 float3 viewDir = normalize(ObjSpaceViewDir(v.vertex)); 

 float dotProduct = 1 - dot(v.normal, viewDir); 

 float rimWidth = _RimWidth; 

 o.color = smoothstep(1 - rimWidth, 1.0, dotProduct);  

 o.color *= _RimColor; 

 o.uv = TRANSFORM_TEX(v.texcoord, _MainTex);  

return o; 

} 
Listing 1. The core vertex shader function responsible for processing  

object geometry within the X-ray simulation. 

 

In HLSL for Unity, the UnityObjectToClipPos function is a fundamental transformation tool that converts a 

vertex position from local object space directly into homogeneous clip space. This essential operation handles 

the combined transformations of the object's model matrix, the camera's view matrix, and the projection matrix 

in a single, optimized step. It is the standard and most efficient method within the vertex shader to prepare 

vertices for the rasterization process, ensuring they are correctly positioned on the screen. Using this built-in 

function is preferred as it automatically accounts for platform-specific differences in coordinate systems, 

guaranteeing consistent rendering behavior across all of Unity's target platforms. The ObjSpaceViewDir function 

in HLSL for Unity is a utility designed to provide the view direction vector from a given point in object space 

towards the camera. It calculates the vector that points from a specific vertex or fragment's position (in object 

coordinates) to the current camera's position, also transformed into object space. This is particularly useful for 

effects like rim lighting or reflective shading that require knowing the orientation of a surface relative to the 

viewer, but within the object's own coordinate system. Using this built-in function abstracts away the 

complexity of manually transforming the camera's world-space position, ensuring correct and consistent results 

across different rendering scenarios in Unity. The smoothstep function in HLSL for Unity performs a smooth 

Hermite interpolation between two values. The smoothstep function operates on three parameters: a minimum 

threshold, a maximum threshold, and an input value to be evaluated. In our specific case, the input is the dot 

product between the normalized surface normal and the camera's view direction. This value is then smoothly 

interpolated between a lower bound of 1 - _RimWidth and an upper bound of 1.0. The function returns 0.0 if the 

input is less than the lower edge and 1.0 if it is greater than the upper edge. For input values between the two 

edges, it smoothly and gradually blends between 0 and 1, resulting in an S-shaped curve. This S-curve is 

invaluable for creating aesthetically pleasing transitions, anti-aliasing sharp edges, and controlling values like 

opacity or intensity without the harsh visual artifacts of a simple linear step function. It is a fundamental tool for 

crafting high-quality shader effects. In the final step, we multiply the object's color value by the adjustable 

RGBA vector _RimColor to reproduce the effect of X-ray image coloring. 

 

In the next stage of the rendering pipeline, the fragment shader calculates the final color of each pixel based on 

the interpolated data from the vertex shader (Listing 2). 

 

 

 

 

 

 

 

 

 



float4 frag(v2f i) : COLOR { 

 float4 texcol = tex2D(_MainTex, i.uv); 

 texcol *= _Color; 

 float transparent=_Trans*(i.color.r+i.color.g+i.color.b)/3.0; 

 transparent=transparent*_Opacity; 

 texcol.rgb += i.color; 

 texcol.a=transparent; 

 return texcol; 

} 

Listing 2. The fragment shader function implementing the X-ray visualization model in HLSL. 

The tex2D function in HLSL for Unity is the essential instruction for sampling a texture. It fetches a color value 

from a specified texture at a given set of texture coordinates. The function requires two primary parameters: the 

sampler representing the texture itself and a float2 coordinate (UV) that defines the specific texel to retrieve. 

This operation is fundamental to applying surface details, colors, and patterns to 3D models within a shader. The 

GPU's texture unit performs this sample, often utilizing pre-configured filtering modes to smoothly interpolate 

between texels, which is critical for producing high-quality, anti-aliased images when textures are scaled or 

viewed at a distance. In our solution, we introduced an adjustable transparency to the texture's RGBA color 

vector, which represents X-ray permittivity. This was implemented using a _Trans parameter, with a value range 

from 0.0 to 1.0. To better replicate the distinctive look of an X-ray image, we added a custom _Opacity 

parameter to control the overall contrast of the effect. Figure 4 shows the Unity3D interface panel that allows 

the user to control the visual properties of an X-rayed material.  
 

Figure 4. The Unity3D interface panel for adjusting the visual properties of the X-ray material 

simulation. 

 

Physics-Based Gravity Simulation 

 
Physics-based gravity simulation forms a critical component of realistic interaction within virtual environments 

created in Unity 3D. At the heart of this capability lies NVIDIA’s PhysX engine, a robust and highly optimized 

physics middleware fully integrated into Unity’s core systems. This engine provides a deterministic framework 

for simulating physical behaviors, with gravity acting as a fundamental and constant force influencing every 

dynamic object within a scene. By default, Unity applies a global gravity vector, typically pulling objects 

downward along the negative Y-axis of the world space, mimicking the effect of Earth’s gravity. This universal 

force ensures that objects with Rigid-body components will automatically accelerate downward when 

unsupported, resulting in motion that feels authentic and intuitive to the observer. The simulation of gravity, 

however, extends far beyond merely making objects fall [25]. The true complexity and realism emerge from the 

interaction between this constant force and other elements of the physics engine. When a falling object collides 

with another, the engine calculates the resulting impact based on properties like mass, velocity, and the physical 

material properties assigned to each object, such as bounciness and friction. This allows a heavy suitcase to land 

with a definitive thud and remain stable, while a lighter, bouncier object like a virtual tennis ball might rebound 

and continue moving. Furthermore, gravity works in concert with constraints and forces to create complex 

interactions. For instance, an object attached to a spring joint will oscillate under the influence of gravity, while 

an object being swung on a virtual rope will exhibit pendulum-like motion. This intricate combination of 

gravity, collision detection, and force application allows developers to simulate everything from the simple 



stacking of items in a container to the chaotic, realistic collapse of a structure. The applications for such 

simulations are vast and critical for achieving immersion. In game development, it is essential for creating 

believable puzzles, satisfying combat mechanics, and environmental storytelling. Beyond entertainment, 

physics-based gravity is indispensable for creating accurate digital twins and training simulations. For example, 

in a project simulating airport security screening, accurately modeling how objects of different weights, shapes, 

and sizes settle and orient themselves inside a suitcase under the influence of gravity is paramount for 

generating a realistic and useful training scenario for operators. Developers can finely tune the simulation by 

adjusting global gravity strength for different environments or applying individual forces to specific objects, 

offering immense flexibility. Ultimately, Unity’s physics system provides a powerful and accessible toolkit for 

imbuing virtual worlds with the consistent, predictable, and interactive physicality that is foundational to user 

engagement and simulation fidelity.  

 

In this project, all objects placed inside the suitcase are contained within a collider box, which was scaled to 

match the suitcase's dimensions. These objects were configured as Rigidbodies in Unity3D to interact with the 

physics engine. We then enabled gravity simulation. Consequently, when the suitcase is rotated around a given 

axis, the movement of the internal items is visible due to the X-ray visualization. This functionality of our 

digital twin allows for X-ray analysis from various angular perspectives. It can also be used to reconfigure the 

placement of items within a passenger's suitcase. This simulation is valuable as luggage undergoes a long 

journey from the airplane to its owner, and its internal contents can shift significantly if not perfectly secured 

during transit. 
 

Results and Discussion 

 
In this section we evaluate our digital twin output agains the real images that come from security check in x-ray 

machines. X-ray baggage scanners are a critical component of modern security infrastructure, operating as the 

first line of defense in a wide array of environments. Their primary function is to non-invasively inspect the 

contents of luggage, bags, and parcels to identify potential threats, contraband, or prohibited items without the 

need for physical unpacking. The technology is based on the principle of differential absorption. As an object 

passes through the scanner on a conveyor belt, it is exposed to a low-dose X-ray beam. Dense materials, such as 

metals or ceramics, absorb more of this radiation and appear in darker shades of blue or black on the operator's 

screen. Less dense organic materials, like food, plastics, or textiles, absorb less radiation and are typically 

rendered in shades of orange or yellow. This color differentiation provides security personnel with an immediate 

visual understanding of the contents, allowing them to distinguish between a harmless water bottle and a 

potentially hazardous object. These systems are indispensable at airports, government buildings, courthouses, 

correctional facilities, and major public events, where they ensure safety by deterring and detecting dangerous 

items with efficiency and speed. The Krystal Vision X-Ray Baggage Scanner represents a specific 

implementation of this core technology, often designed with a focus on reliability and performance for 

demanding security checkpoints. This scanner is engineered to deliver high-resolution imaging, which is 

essential for operators to clearly discern fine details and overlapping objects within a bag. A key feature 

frequently highlighted is its material discrimination capability, which uses advanced algorithms to automatically 

assign distinct colors to organic, inorganic, and mixed materials, thereby simplifying the identification process. 

The system is built with operator ergonomics in mind, featuring a user-friendly interface with image 

manipulation tools such as zoom, reverse view, and edge enhancement to aid in thorough inspection. Safety is 

paramount, and the Krystal Vision scanner incorporates multiple shielding and interlock systems to ensure that 

X-ray radiation is contained entirely within the tunnel, posing no risk to operators or passersby. It is constructed 

for continuous operation in high-throughput environments, making it a suitable choice for facilities that require 

a robust and dependable security solution to maintain a secure perimeter and protect critical assets. Figure 6 

presents a genuine X-ray image of a suitcase and a backpack, captured by a Krystal Vision X-Ray Baggage 

Scanner. The scan reveals a typical arrangement of passenger belongings, including various electronics, articles 

of clothing, and everyday toiletry products. The scanner's material discrimination capability is clearly 

demonstrated by the color coding of the luggage itself; some suitcases are composed of organic materials, 

indicated by their orange hue, while others constructed from inorganic polymers are rendered in green. Metallic 

objects within the baggage, such as electronic components or zippers, appear with pronounced clarity and 

density. This high visibility is intentional, as the system's color palette is optimized to highlight potentially 

hazardous items, which are most often metallic in nature. This real-world scan from Figure 5 serves as a critical 

reference point for evaluating our digital twin model of the X-ray imaging process. For a direct comparison, 

Figure 6 displays a digitally simulated X-ray of an identical set of luggage and items. A primary observation is 

the enhanced clarity of the synthetic images generated by the digital twin. This superior definition arises from 

the absence of real-world electromagnetic interference within the simulated environment. In a physical scanner, 

this electromagnetic noise introduces various distortions that degrade image quality. Specifically, it can manifest 



as impulse noise, appearing as random white and black specks akin to salt-and-pepper patterns, or as grain 

noise, which presents as a more uniform, textured artifact that can obscure fine details. These noise types are 

visibly apparent in the original scanner image (Figure 5) and represent key challenges in real-world security 

screening that our model aims to simulate and account for in future iterations. 
 

Figure 5. Representative X-ray images of baggage obtained from a Krystal Vision scanner [26]. 

 
Figure 6. Output of the digital twin: simulated X-ray visualizations of baggage for comparison with real 

scanner images. 
 
Next step in our discussion is the security problem of dangerous items inside the luggage. We know that the 

airport security checkpoint serves as a crucial barrier, designed to intercept items that threaten the safety of an 

aircraft and everyone on board. The range of dangerous objects discovered in passengers' luggage is surprisingly 

varied, stemming from innocent forgetfulness to deliberate malicious intent. Perhaps the most widely recognized 

prohibited items are firearms and explosives. Even a single bullet, often forgotten in a jacket pocket from a 

previous hunting trip, can trigger a major security incident. Similarly, replica or toy weapons are treated with 



extreme seriousness as they can be indistinguishable from real ones on an X-ray screen and could be used to 

threaten crew and passengers. Beyond obvious weapons, many common household items become hazardous in 

the pressurized environment of an aircraft cabin. A simple can of aerosol spray, a bottle of bleach, or even 

common matches are considered dangerous goods. These items are flammable or corrosive and can fuel a fire or 

cause a chemical reaction that compromises the aircraft's systems. Similarly, seemingly harmless lithium-ion 

batteries, found in power banks and personal electronic devices, pose a significant risk of overheating and 

igniting if they are damaged or defective. Figure 7 shows an example of a dangerous item concealed within a 

suitcase, where a revolver is easily identifiable. 

 
Figure 7. The digital twin's X-ray simulation of a suitcase used for threat detection analysis, featuring one 

prohibited object. 
 

Passengers are sometimes surprised to learn that even certain tools and sporting goods are prohibited in carry-on 

baggage. A heavy wrench or a hammer could be used as a blunt-force weapon, while a baseball bat or a golf 

club has the potential to cause severe harm. The overarching principle of aviation security is to eliminate any 

object that could be used to intimidate, injure, or overpower individuals on board or to damage the aircraft itself. 

This is why security personnel are trained to be thorough and unwavering in their inspections, ensuring that 

every bag cleared for travel is free from these potential threats. The vigilance of both passengers, who are 

expected to pack responsibly, and security staff, who are trained to identify these risks, is fundamental to 

maintaining the integrity of air travel. 
 

Conclusions 

 
The development of a digital twin for an X-ray security check-in system demonstrates significant utility across 

multiple domains. This simulation provides an invaluable virtual environment for testing and refining image 

processing algorithms, allowing for rapid iteration without the need for physical hardware or real passenger 

luggage. Furthermore, it serves as a powerful training tool for security personnel, offering a risk-free platform to 

practice threat recognition and familiarize themselves with the visual characteristics of various materials under 

X-ray scrutiny. The ability to programmatically manipulate scenarios, such as randomizing item placement, 

adjusting material properties, and simulating different angles of inspection, greatly enhances the robustness of 

security protocols. By simulating the complex physical interactions of items within luggage, including their 

movement during handling, the digital twin offers a more realistic and dynamic training experience than static 

image libraries. Ultimately, this technology proves to be a cost-effective and efficient method for advancing 

security training, accelerating system development, and improving the overall reliability of baggage screening 

processes. 
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