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Introduction  

Advances in generative models have turned deepfakes into a real threat to data integrity and digital trust (Amodei, 

Hernandez and Sastry 2018; Chesney and Citron 2019; Hashmi et al. 2024). Beyond disinformation, synthetic 

audiovisual materials increasingly endanger healthcare, where authenticity of diagnostic images and 

teleconsultations is essential for medico-legal reliability (Schwendicke, Samek and Krois 2020). Existing 

detectors, based on opaque convolutional classifiers, degrade under compression or adversarial perturbations 

(Marcel 2018; Zou et al. 2024) and lack calibrated, interpretable outputs limiting clinical use (Guo et al. 2017). 

This study applies deep network embeddings: visual, acoustic, and multimodal, as measurable indicators of 

synthetic origin, validated on DFRW data. Emphasizing explainability and robustness, it links multimedia 

forensics with clinical reliability in verifying medical recordings. 

 

Materials and Methods 

The study used the DeepFake RealWorld (DFRW) dataset of 46 371 audiovisual clips (77% with audio) reflecting 

realistic conditions such as compression, resampling, and re-capture. All clips were standardized to MP4/H.264, 

30 fps, 48 kHz. Embeddings were extracted from pretrained models (Wang and Huang 2024): ResNet50, Vision 

Transformer (ViT), and SlowFast for visual and temporal data, and Wav2Vec2 and ECAPA-TDNN for audio. 

Statistical descriptors included intra-identity variance, Mahalanobis distance, and audiovisual coherence. 

 

A frequency-based evaluation without classification was applied: anomaly thresholds were defined on authentic 

samples, and indicators retained if Δp ≥ 0.15 or PR ≥ 1.5 with p_real ≤ 20%. Stability under degradations was 

confirmed with ≤15% performance drop, 95% bootstrap confidence, and FDR control (q < 0.05). Explainable-AI 
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tools (Grad-CAM, attention maps) ensured interpretability and traceability, supporting reproducible forensic and 

clinical validation of synthetic-content indicators. 

 

 

Results and Discussion 

Analysis of high-level embeddings confirmed clear separation between authentic and synthetic recordings. Facial 

identity variance (Var₍track₎) reached Δp = 0.29 and PR = 3.4, indicating instability of reconstructed facial features. 

Mahalanobis distance achieved Δp = 0.25 and PR = 3.1, revealing systematic deviations in latent space. 

Audiovisual synchronization (Wav2Vec2–SyncNet) yielded Δp = 0.23, PR = 3.0, and audio–identity mismatch 

(ECAPA-TDNN–ArcFace) Δp = 0.21, PR = 2.8. All indicators remained stable under degradations with ≤15% 

loss (Fig. 1). 

 

 
Fig. 1. Comparative performance of deep embedding indicators. 

 

Cross-modal coherence features outperformed black-box detectors in cross-distribution tests (Verdoliva 2020; Nie 

et al. 2024; Khan, Khan and Ahmad 2025). The stability of Δp and PR across compression and re-capture levels 

supports their use as explainable forensic metrics. In teledentistry and telemedicine, these markers enable 

verification of audiovisual integrity, prevent tampering, and strengthen medico-legal confidence. Results confirm 

that deep embeddings are interpretable, resilient indicators of synthetic origin applicable to clinical data assurance. 

 

Clinical and Forensic Relevance 

Authenticity verification of audiovisual data is becoming essential in clinical environments, particularly in 

teledentistry and telemedicine, where recordings of examinations, diagnostic images, and treatment consultations 

may serve as legal or evidential material. Embedding-based indicators of synthetic origin can detect subtle 

inconsistencies in facial motion, lip synchronization, or acoustic patterns that may indicate manipulation. Their 

explainable structure and calibrated uncertainty allow transparent reporting in medico-legal workflows and 

compliance with data integrity standards such as ISO/IEC 42001. By integrating these interpretable deep features 

into clinical systems, healthcare institutions can enhance digital trust, protect patient records, and strengthen 

forensic reliability in medical documentation. 

 

Conclusions and Future Work 

Deep network embeddings constitute stable, interpretable, and reproducible indicators of synthetic origin in 

audiovisual data. Their robustness across compression, resampling, and re-capture conditions confirms their 

suitability for real-world medical and forensic applications. Integrating such explainable metrics into telemedicine 

and dental documentation workflows enhances data authenticity and legal credibility. Future research will focus 

on extending evaluation to DFRW v2 with ≥500,000 clips, multimodal calibration, and large-scale validation in 

clinical contexts to ensure reliable deployment in healthcare and evidence-based AI governance (Zhang et al. 

2025). 
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