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Introduction 
 

When integrating AI systems based on Natural Language Processing (NLP) into organizations, chat interfaces 

quickly gained popularity following the media response to ChatGPT. The back-and-forth in chat interfaces 

allows untrained users to progressively and intuitively refine the responses of a large language model (LLM). 

Effective integration of such a chat interface into a workflow involves users formulating good queries, i.e., 

prompts, to the LLM, or it can require longer interactions with the chat interface to refine answers. Once the 

query’s topic exceeds the domain of the models training data set, no further useful knowledge can be extracted, 

and the model might generate increasingly misleading information. Furthermore, if the LLM behind the chat 

interface or the entire application is hosted externally, sensitive data might leave the sovereignty of the 

Abstract 

 

In medium-sized organizations, frequent turnover of first-level support agents can lead to challenges for new 

agents, who struggle to discover existing and relevant documentation that would help solve user issues due 

to inexperience. Consequently, these agents escalate tickets to second-level support professionals, increasing 

their workload. A proactive knowledge discovery and assistance system targeting first-level service desk 

agents could help by analyzing tickets using a large language model (LLM) and then finding and presenting 

relevant documentation utilizing Retrieval-Augmented Generation (RAG) techniques. However, when 

working with cloud-based LLMs on inference tasks involving sensitive information, data sovereignty is 

compromised, and there is a risk of confidential content from tickets being leaked, as local information is 

transmitted to the cloud for processing. To address this issue, we constructed a system based on local LLMs 

so that the operation of the system does not compromise the privacy and confidentiality of ticket content and 

wiki documentation, keeping all sensitive data on-premise and secure. Our system, Doku-Assist, proactively 

finds and presents documentation to first-level support agents, thereby assisting with issue resolution without 

replacing the human agent. It integrates a DokuWiki-derived knowledge base with the ticket system Znuny. 

For the evaluation of our system, we used artificial tickets, documentation, and customer issues (to address 

privacy concerns) based on real-world experience. A second-level support agent was tasked with assessing 

the utility of the developed user interface as well as the documents proactively discovered and presented, 

concluding that the found documents presented by the Doku-Assist are useful to proactively fill the 

knowledge gap of new first-level service desk agents. 
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organization and be at risk of information leakage, raising data privacy and other confidentiality concerns. Legal 

matters, such as the General Data Protection Regulation (GDPR), might disallow such usage altogether. 

Similar to small- and medium-sized companies, the decentralized IT management of Faculty 2 at the University 

of Oldenburg handles the IT needs of more than 500 computer users, various research projects, work-groups, 

and productive server systems, taking care of deployment, servicing, procurement as well as license-, change-, 

incident- and problem-management. Issues are managed in a ticket system, with traditionally a two-level 

hierarchy of support agents utilizing the system. The first-level support had recruited students with limited 

experience and frequent staff turnover due to students finished studying, while the second-level support has 

been filled by experienced computer scientists, who have additional responsibilities besides user support. Due to 

the temporary nature of the students’ employment, gained experience is lost, resulting in problems with 

knowledge transfer and finding existing knowledge. 

An installation of the wiki software DokuWiki serves as the knowledge base in which the senior staffers 

document the various topics and solutions for problems not readily found by consulting a search engine. First-

level support agents can access this source, however problems with knowledge discovery appeared, such as the 

students needing to know that knowledge for a specific topic is available at all and needing to know the correct 

terms to successfully search and find the existing information. Since the topics are so various, no good tagging 

system could be derived. Furthermore, students often lack the technical vocabulary to identify pages containing 

relevant information. Therefore, first-level agents often reverted to escalate a ticket to a second-level support 

agent, drawing resources away from topics with higher priority. The wiki content could be made accessible to an 

LLM, so it could query data on its own (either via a RAG system or using the model context protocol (MCP)). 

However, querying a chat interface by manually formulating a question and pasting information for every ticket 

takes time and does not necessarily lead to truthful results. 

Rather than having first-level support agents look in the knowledge base for available information, then come 

back empty handed (or take a lot of time interacting with a chat interface), a proactive system could search for 

documents concurrently to the agents accessing the tickets, gathering relevant information, and pointing the 

agents to existing documents with relevant information, proactively. Due to the confidential nature and the 

protection of communication, however, no ticket content or knowledge base data may leave the premise to be 

processed outside. This requires a solution for on-premise processing of the information. 

 

Data Sovereignty 

Since the start of the LLM revolution in 2022 with the reveal of ChatGPT by OpenAI, the currently dominant 

form of interaction for users with pre-trained models is via chat interfaces. Typically, the applications powering 

these interfaces are either hosted web-applications running on cloud computing platforms, such as Azure Cloud 

or AWS, or their native counterparts running on mobile devices or workstations. In either case, the applications 

send the textual, voice/sound, or image content to application programming interface (API) endpoints served by 

backends running on the cloud servers in data centers of the LLM-system providers.  

Control, Privacy, and Maintaining Sovereignty over Own Data 

While the data being sent back and forth between an LLM and a client system is usually encrypted via secure 

transport protocols such as HTTPS or QUIC, both via TLS, the receiving end which hosts the LLM typically 

needs to decrypt the data for processing, therefore holding the data at least temporarily on the provider’s 

hardware system in the clear. Once decrypted, it can potentially be siphoned by malevolent entities or 

accidentally be revealed/leaked1. The decrypted content can also be stored permanently in databases or 

serialized in storage volumes, allowing access and retrieval at a later date and time. Depending on the 

jurisdiction, legal means might be employed by interested third-parties or governmental institutions and 

authorities to force providers to allow access to such stored data troves. 

Once in the hands of others, the data is at risk of leaks, unauthorized duplication, repackaging and further 

distribution, thereby escaping any control of the original owners of the data. This poses a concern for users 

aiming to control their own data and thriving for privacy of their sensitive information, but is also of high 

relevance for institutions aiming for compliance of their own data governance rules as well as privacy laws. We 

term the concept of maintaining sovereignty over own data data sovereignty. Depending on the location of the 

users and the data, different legal frameworks might apply. ChatGPT’s originator OpenAI and other LLM 



inference providers reside in the USA. Moving data from one jurisdiction to another imposes additional 

challenges that need to be addressed when the data transmitted to data-centers within the USA for inference. 

Regulations regarding privacy and personal information such as the General Data Protection Regulation 

(GDPR) in the EU but also the California Consumer Privacy Act (CCPA) and California Privacy Rights Act 

(CPRA) in the USA affect the handling of sensitive personal data. Furthermore, LLM-service providers might 

train their models on the submitted data, subsequently unintentionally revealing sensitive information by 

releasing the trained model later on, from which parts of the training data can potentially be extracted as Carlini 

et al. demonstrated in the case of the GPT-2 series in 2021 (Carlini et al., 2021), with the corresponding 

implications for its privacy (Huang et al., 2024); see also the work of Karamolegkou et al. (2023). 

 

Context 
 

From on-premise to cloud 

Since at least the early 2010s, there has been a steady trend to move from existing local IT setups towards cloud 

setups, even though critical challenges to privacy exist (Akremi and Rouached, 2021; Ghorbel et al., 2017). 

Both IT and software departments of companies, may advocate for this move due to reasons like perceived cost 

reduction and easier management2. Cloud systems typically provide an easy way of integrating and provisioning 

new resources, i.e., instead of the procurement, installation, and setup of actual hardware in an on-premise data 

center. In cloud environments like Amazon Web Service (AWS) or Microsoft Azure further resources can be 

booked via software/web interfaces on demand. In contrast to this, ChatGPT3, the first large language model to 

become available and be used mainstream, debuted as a cloud-based web-application. Consequently, the system 

has always been a cloud system, operating within the operating hardware context of OpenAI. While earlier and 

less capable versions of transformer-based language models were free to use, more complex LLMs like GPT 3.5 

were simply not available to be run locally. Companies wanting to adopt capable LLMs into their business 

processes had to use the externally hosted models or rely on weaker models. Consequently, organizations 

considering integrating LLM-based AI systems into their workflows and tool repertoire had to accept a 

necessary reliance on cloud-based/third-party-run LLMs – or not be able to profit from the potential of LLMs. 

More-Private Cloud Computing: Attempts at private computing without full encryption 

Companies, such as Apple Inc., who formulate the privacy of their users’ data as a goal, have started to create 

combined hardware/software solutions to enhance privacy protection by not relying on remote cloud services of 

third parties. In the case of Apple, specific hardware for the execution of LLMs is integrated with efficient 

smaller LLMs. The operating system4 integrates the AI functionality into services providing the functionality to 

applications running on it. From Foundational LLMs, reduced LLMs can be derived, which require less 

computational resources, but are typically also less capable. Even though they may lack broad generality, they 

can be useful for niches. For the creation of the smaller models, a larger model generates text, which is used as 

the knowledge and source material to train the smaller LLM. The data sets generated do not contain the same 

wealth and depth of the training data of the larger models. Since one of the goals of the smaller models is to be 

smaller, the model internal weight space available for knowledge storage is necessarily a lot smaller as well. To 

alleviate the shortcoming, Apple has created Private Cloud Compute (PCC) (Gunter et al., 2024), a stateless 

system that supplants the on-device models with external inference from a larger foundation model. In this 

schema, the data is also encrypted in flight, but the encryption is end-to-end towards a specific target compute 

node in the PCC infrastructure. Therefore, the data stays encrypted until it reaches the final processor node 

responsible for the actual inference computation. Apple claims to not be able to access said data, and that the 

data is not even accessible to data center personnel with administrative access. This claim rests on the operating 

system for the compute node being notarized by Apple. However, nothing technical hinders Apple from 

authorizing a version of the operating system with backdoor access.  

As another approach in the context of mental health, Sarwar proposes to fine-tune LLMs to preserve data 

privacy and comply with Health Insurance Portability and Accountability Act (HIPAA) and GDPR laws via a 

federated learning framework (Sarwar, 2025), crucially noting the risk of data leakage during the fine-tuning 

process. In this approach, training datasets available on different clients are used to create fine-tuning weights 

on each client individually; the generated weights then get sent to a central server, which performs the fine-

tuning of base/foundational LLMs via Low-Rank Adaptation (LoRA), resulting in a fine-tuned model 

aggregation; this newly derived model can then be sent back to the clients for use. Sarwar notes that federated 

learning approaches do not perform as well as direct approaches (Sarwar, 2025).  



Fully Private Cloud Computing: Homomorphic Encryption Schemes for Privacy-Preserving Inference and 

Training 

To protect sensitive information in transit and at rest, cryptography is commonly used. A compelling array of 

open-source and proprietary solutions exists – from HTTPS to encrypted hard disks, using symmetric and 

asymmetric encryption. However, once the data needs to be accessed for computation inside a program on an 

execution node, the encrypted data is usually decrypted to be processed. In a homomorphic encryption scheme, 

the encrypted data remains encrypted while being processed by homomorphic operations, i.e., operations that 

work on encrypted data directly providing a result that stays encrypted without ever decrypting anything. A fully 

homomorphic system (FHS) supports encrypted execution of arbitrary functions by implementing and providing 

homomorphic operations, which as a set allow for Turing-complete programs. In 2009, Craig Gentry proved 

such a system to be possible using ideal lattices (Gentry, 2009). While this scheme itself is impractical, the 

groundbreaking work allowed other FHSs to be developed. As the data is never decrypted, such a system can be 

used as a crucial component for implementing a Zero Trust (ZT) computation environment. Some cloud 

providers offer fully homomorphic encryption for some of their cloud offerings. For example, in 2021, Google 

open-sourced their transpiler and later created a tool-chain by developing an intermediate representation for 

homomorphic encryption called HEIR5 based on MLIR (Lattner et al., 2021), to create a MLIR dialect suitable 

for all (modern) FHE schemes. One promising goal of the project is to integrate with TensorFlow6. However, 

the computationally expensive matrix-matrix multiplications as well as the extensive model size move simple 

transpilation further to the horizon. In 2021, Chillotti et al. showed that efficient homomorphic inference is 

possible in general for Deep Neural Networks by other means (Chillotti et al., 2021). Some companies have 

started to commercialize FHSs7 to provide different services requiring ZT, such as confidential voting systems. 

Active research is in progress to directly allow homomorphic encryption with LLMs, including private fine-

tuning. Efforts from research teams such as Rho et al. to introduce encryption-friendly LLM architectures (Rho 

et al., 2025) already show efficient and secure fine-tuned processing of natural language data is possible for 

some real-world language models, e.g., in their case, an encrypted BERT-style transformer was implemented 

using LoRa. Given the current trend of lowering computation time and reducing communication cost (see, for 

example, the work of Pang et al. (2023), optimizing the overall execution), we can expect this path to privacy-

preserving HE inference to improve further. At the moment, setting up and using an HE-based solution is out of 

scope for most interested users. 

Towards On-Premise LLM Services 

A new option became available in 2023 when a team from Meta Inc. released the open-weight8 LLaMA model 

in February 20239, which provides performance on par with the performance of ChatGPT3 (Touvron et al., 

2023), and shortly later, when Mistral AI announced10 an open-source LLM in September 2023, finally allowing 

to run capable models locally. Since then, families of LLMs have been released and updated by a variety of 

other companies, e.g., Alibaba (Qwen), Anthropic (Claude), DeepSeek (DeepSeek R1), Google (Gemma), IBM 

(Granite), Microsoft (Phi), and xAI (Grok). Finally, OpenAI itself released the open-weight models gpt-oss-

120b and gpt-oss-20b for local inference with an Apache 2.0 license in August 202511. 

Even though a pool of model families is available now, constrained resources can be a restricting factor in 

running LLMs locally. LLMs typically require powerful hardware with regards to the Graphical Processing 

Units (GPUs) or other AI accelerator cards, i.e., data-center GPUs like NVIDIA H100/H200, providing the 

matrix multiplication and other computing features required for efficient AI execution. To run a state-of-the-art 

LLM locally, specific hardware might have to be obtained, as the existing hardware of an organization or 

researchers is often not powerful enough to allow the execution of demanding models. However, commodity 

hardware, e.g., GPUs for gaming PCs, already allow the execution of well-performing LLMs. Furthermore, of-

the-shelf consumer systems employing unified memory, i.e., a system where CPU and GPU can access the same 

memory without the need for copying and transferring data between memory regions, allow access to large 

amounts of VRAM (e.g., 512 GB) and thereby the efficient execution of LLMs with a high number parameters. 

This can reduce the barrier to entry for organizations seeking to leverage of LLM-based AI systems. Once a 

local setup is established, the information is never endangered to be siphoned away or unacceptably accessed by 

keeping data under local lock and never moving it from on-premise storage to cloud or other third-party 

computing infrastructure. This strategic shift to on-premise LLMs allows organizations with sensitive data to 

embrace and build upon the LLM AI trend. We define such a strategy as a local-only strategy, i.e., a strategy 

where no cloud-based inference providers are used and all inference work is done on-premise on machines 

under the users’ exclusive control and possession, leading to data sovereignty for the users. 



 

 

Architecture of a typical Local-Only System 

When decomposing a typical local-only system we can identify interconnected and interdependent base 

components, namely the concrete LLM being employed; the inference engine/model runner, which executes the 

neural architecture encoded in the LLM on CPUs or GPUs; possibly a networking layer providing the LLM 

inference as a service (and also possibly aggregating load balancing, authorization, and authentication, etc.); and 

finally the interfacing or host application, which makes use of the LLM inference capabilities to derive the 

actual value for a use-case. Furthermore, when employing a RAG-architecture to reduce hallucinations (Lewis 

et al., 2020; Zhang and Zhang, 2025), we can find an embedding model to vectorize data in a knowledge base 

and a data store for the storage of generated vector embeddings, such as a vector database. If the system utilizes 

the model context protocol (MCP), such a system integrates with further services mediated with an MCP 

framework handling the protocol interactions (Hou et al., 2025). While external providers host their services 

typically in a cloud environment with a complex network mediated and load-balanced API wrapping the 

inference service encapsulating the LLMs executed on the hardware/cloud of the provider – e.g., OpenAI with 

their various GPT offerings, self-hosting an LLM on-premise opens up the possibility to run the inference 

engine(s) on the same local system, possibly embedded into the interfacing application itself. We can identify 

the following taxonomy for main communication architectures of data-sovereign systems: 

embedded architecture:  

 

  the LLM engine and models are integrated within same application, e.g., as a library; 

local client-server architecture: 

    the interfacing application communicates with the LLM engine through inter-process communication or a 

network mediated API; 

 

distributed client-server architecture:  

the interfacing application communicates via network with LLM inference engines running LLMs on. 

Different open-weight and open-source components are available to select for the assembly of such a local 

system. 



 

Fig 1: Query-Response Flow in a Local-Only LLM System. A flow is initiated by users formulating a 

query or system events (1). The Interfacing/Host Application combines the query with internal state, 

system prompts and other information into a context then forwards the prompt to a network middleware 

layer (2). The layer invokes the inference engine, which hosts the LLMs and in case of RAG systems 

possibly also embedding models (3). The inference engine uses the LLM to perform the actual inference 

based on the prompt (4). The LLM generates a response for the inference engine (5). The inference engine 

encodes the responses for the network layer (6). The network layers returns the result to the hosting 

application to handle the response of its initial query (7). 

Interfacing/Hosting Application 

An interfacing or hosting application is the component which interacts with the user or a surrounding system. 

The application takes user or system input and directs interactions or workflows through an UI or system-

interfacing APIs, controlling the interaction with and the invocation of the LLM, mediating its tool-use (if any), 

handling the processing and defining the general program flow. 

 



Large Language Model 

Different LLMs can be downloaded in the form of encoded model weights and neural architectures. 

Foundational models are the basis from which smaller smaller, more application oriented models can be derived. 

Typically leveraging unsupervised learning on unlabeled big corpora of textual data12, foundational models for 

Natural Language Processing (NLP) are being trained at scale, i.e., thousands of nodes and terabytes of data. 

Such foundational models have learned the general structure, syntax, and semantics of natural languages, 

providing the flexibility to be used for many general NLP tasks. To improve their suitability for specific tasks, 

such models can be fine-tuned, i.e., retrained on domain-specific content. Enabling the model to follow user-

given instructions can be achieved by training the model on instruction-response pairs, e.g., using 

Reinforcement Learning with Human Feedback (RLHF) (Christiano et al., 2017). One example of this workflow 

is the foundational model General Purpose Transformer (GPT) from OpenAI and its fine-tuned ChatGPT and 

InstructGPT versions. While OpenAI hasn’t released its newer models (3 and on) for download, other capable 

and open-source/open-weight13 foundational and instructed models can be retrieved from model hosting sites, 

with HuggingFace establishing itself as "the GitHub for models"14, a repository and community platform for 

collaboration on models. 

Arguably (Fierro et al., 2024), large language models contain encoded knowledge from their training data (see 

for example as a key-value memory described by Geva et al. (2021) for transformers), however, due to the 

probabilistic nature of response generation, generated output may exhibit unwanted or surprising properties an 

important aspect that should not be forgotten while constructing LLM-based systems. We differentiate between 

several classes of problems with the generated output from LLMs, which often get subsumed under the general 

term hallucinations, see Huang et al. (2025) for an alternative taxonomy and extensive survey. LLMs are prone 

to hallucinations, i.e., generations that look plausible to a human reader but refer to subjects that do not exist (Ji 

et al., 2023; Huang et al., 2025). When tasked to support their work with references, LLMs may and do generate 

references and citations of non-existing work (Zuccon et al., 2023), e.g., non-existing articles in scientific 

journals, laws and law paragraphs, norms, books, or persons, for which numerous studies have been done, e.g., 

by Buchanan et al. (2024). The output may or may not be correct, but hallucinated references obviously cannot 

contribute to or support the veracity of the output. In the context of programming, LLMs may refer to and use 

names and imports of functions, methods, and libraries to solve a problem, but the used building blocks have no 

real-world counterpart, so the code fails when run, e.g., Dou et al. (2024) investigated the problems with LLM 

generated code in detail. Similar to hallucinations are wrong generations, where the LLM presents facts as being 

correct and continues to elaborate on its train of thought leading to further wrong generations or hallucinations 

(Zhang et al., 2024), even though the stated information is in fact not congruent with any factual or real-world 

data. Interestingly, the internal state of the LLM might indicate awareness of incorrect text being generated 

(Azaria & Mitchell, 2023). Furthermore, nonsensical output, where the generation of an LLM does not reflect 

the task implied from the input at all, may present as gibberish/unreadable sequences of characters or the 

generation stops without actually having generated an output related to the implied task with the output 

appearing meaningless. Finally, there are dangerous generations, where the LLM may suggest actions to be 

taken that are harmful, where the LLM acts aggressive or otherwise unacceptable towards the user (Gehman et 

al., 2020), e.g., one of Gemeni’s recent generations was covered in the news (Clark and Mahtani, 2024), or 

generates output containing hazards/forbidden information, like construction plans for bombs or toxic or abuse-

related substances. Due to the statistical nature, dangerous generations could potentially also appear inside of 

regular output, e.g., requested construction help for a turbine may also contain an unwanted detonation device, 

or assistance with a chemical formula when executed in a laboratory may produce a toxic agent as a by-product. 

As almost all models15 inherently may produce such unwanted output due to training data, it is imperative to 

take this into account and apply guardrails, see for example Padhi et al. (2024). 

The race to increase performance and output quality is improving the capabilities quickly, so consulting 

performance leaderboards can help select the right model for the designated application to create. Different 

leaderboards are evaluating LLMs for specific tasks, e.g., coding, and rank them according to their performance. 

However, Alzahrani et al. (2024) caution against blindly relying on the ranking, as some of the rankings have 

been shown to be not robust against perturbations. 

Model Runners as Inference Engines 

To perform inference with an LLM locally, the neural networks represented by its architecture and weights need 

to be loaded into the GPU or CPU, and the queries and responses need to be managed. Furthermore, to 

interconnect and utilize the LLM, implementing an API around it to infer output from queries and return the 



output to the rest of our application in a structured manner is considered best practice. Different projects and 

organizations have started to work on creating solutions for such local execution of the models. Conceptually, 

such a runner can either be included in the application, i.e., a library running in the same process, or the runner 

can be an external program, acting as a mediator by providing an access mechanism for the exchange between 

the main application and the LLM. For external execution, modeling an HTTP API according to OpenAI’s API 

(OpenAI, 2024) allows tools and code written with the OpenAI API in mind to work with other, local LLMs 

without the need for modification. 

To experiment with models, prompts, and their generated output, user-friendly LLM environments have proven 

to be very useful, e.g., LM Studio16 or Silly Tavern17. With LM Studio, an OpenAI compatible API can be 

spawned for programmatic access to models (Studio, 2024), easing experimentation for production use. 

However, production applications are typically deployed to a dedicated server or installed as applications and 

should not rely on an additional desktop application as a critical component. Common choices for running an 

inference service locally and thereby keeping data sovereignty, range from custom created runners (e.g., a 

Python script using PyTorch or HuggingFace’s Transformers library) to optimized runner services integrating 

performance optimization techniques (e.g., vllm or onnx). 

Custom: A dedicated local LLM runner can be constructed manually by leveraging Python and the well-known 

PyTorch, Flux, or TensorFlow libraries to construct the layer and network architecture of a transformer-based 

LLM and then loading the weights. However, this requires a lot of work and in-depth knowledge of the libraries 

and LLM’s architecture. 

Hugging Face Transformers: With the Python library18 Hugging Face transformers (Wolf et al., 2020), this 

process is abstracted away into a unified interface. Furthermore, transformers provides methods for 

downloading, configuring, quantization, and fine-tuning models. While transformers is generally imported as a 

library, it’s also possible to create an OpenAI-compatible API by writing the endpoints with a web framework 

oneself, e.g., by leveraging the web framework FastAPI. Furthermore, the transformers library is the basis for 

notable workflow frameworks like LangChain19. 

LLaMA Derived Runners: The initial LLaMA release from Meta contained code to load models and run 

inference via the PyTorch-based Python code20. The Python implementation was quickly rewritten in C++ to 

form the llama.cpp project21, providing a speedup against Python and allowing CPU-based inference. llama.cpp 

provides bindings for many languages including Python, Rust, Go, Ruby, Java, and JavaScript. Using llama.cpp 

as the foundation, Ollama22 adds a user-friendly interface for the management functionality to download, 

update, and organize model files, as well as the startup and running of inference. Another project leveraging 

llama.cpp is LLamafile23, which combines it with Cosmopolitan Libc to create a universal executable from an 

LLM, so it can be started as a regular application on multiple platforms without modification. 

vLLM: Optimized for bigger workloads, vLLM24 provides a complete LLM inference and serving engine 

performing efficiently at large-scale deployments by implementing request batching as well as a virtual memory 

inspired paging mechanism for a subset of the memory involved in LLM execution called PagedAttention. The 

technological principles of which are explained in a research paper (Kwon et al., 2023). Furthermore, vLLM 

includes other optimizations to improve GPU memory usage and support distribution in multiple GPU setups, as 

well as techniques to improve speed and efficiency like Speculative decoding and Flash attention. The project 

has a very active community, hosting events and meetups. 

 

 

 

 

 

 



Feasibility Study: The Proactive System Doku-Assist 

 

Fig 2: A screenshot of an active Doku-Assist session (right side) inside Znuny. When helpful documents 

are found in the knowledge base, the sidebar of Doku-Assist opens automatically, offering explanations 

why the results might be helpful to the human first-level support agent (descriptions switched to English 

for this screenshot). 

A proactive system retrieves and presents relevant information before a user actively asks for it by anticipating 

the need for the information. LLMs can also be used for proactive conversational dialogue systems (Deng et al., 

2025). Recently, LLMs have been successfully employed to offer proactive assistance in various scenarios, from 

coding (Zhao et al., 2025), in interactions while exploring data in natural language interfaces (Tabalba et al., 

2025), to providing knowledge support in audio-centric media environments (Zhifei et al., 2025). We developed 

a proactive knowledge assistance system, integrated into the Znuny-based ticket solution, to alleviate the 

knowledge discovery problem for first-level support service agents and thereby reduce the load on second-level 

agents. In accordance with the goal of data sovereignty, our system runs on-premises, utilizing open-source 

LLMs and software. The system analyzes conversations in the tickets and then provides documents helpful for 

finding solutions to the issues described in these tickets, as well as the reasons why the provided documents 

might aid with the task at hand. The intent is for customers to have the (correct) feeling that they are 

communicating with a human. Therefore, the interaction is not driven by an LLM but rather by a human in the 

loop who can utilize the potentially helpful documents to formulate an answer. Our system is available as open-

source. 

Involved Components 

While an OTRS system was used in the past, we decided to implement its successor, the ticket system Znuny. 

The knowledge base is maintained in an installation of DokuWiki. The embeddings from the RAG system of the 

plug-in aichat are used for knowledge retrieval in the proactive assistance system. 

 

 



Ticket System Znuny 

Figure 3: The view of a first-level support agent inspecting a ticket. Typically only one "article" 

(conversation message) in a ticket is visible at a time 

Znuny is a web-based ticket system for help- and service desks, allowing agents of an organization to work on 

and respond to help requests from customers (reporters) via telephone or e-mail via a generally user-friendly 

browser-based interface, as depicted in Figure 3. In 2023, Prastama et al. identified room for improvement in a 

case study with OTRS (Prastama et al., 2023) regarding the user interface, however. Originally developed and 

released as the Open Ticket Request System in 2001 by OTRS AG for Unix-like operating systems, new 

versions of the ((OTRS)) Community Edition were available as free software until early 2021 when OTRS AG 

announced the end of their open-source strategy. 

The open-source fork Znuny25 was created by the OTTER Alliance and Znuny GmbH, supporting teams relying 

on the open-source OTRS variant to continue using an open-source version with support from a commercial 

vendor. Znuny is written in Perl. Like the OTRS variants, Znuny tracks tickets in the form of queues, helping to 

split incoming tasks into relevant areas of expertise. Znuny exposes a REST-based API via its configurable web-

service interface, which allows flexible integration into and with external systems. Znuny allows the installation 

of plug-ins or packages, which extend the functionality of a Znuny installation. Integrating customizations is 

also possible by configuring additional CSS and JavaScript resources to be loaded depending on the context, 

e.g., such that a customization is only loaded into the viewing screen page of an agent. 

 

 

 

 

 



Knowledge Base DokuWiki 

 

Fig 4: DokuWiki displaying an example wiki page of documentation. 

DokuWiki is a wiki-based content management software designed specifically for creating documentation (see 

Figure 4). Released in 2004 and continuously developed since then, DokuWiki is widely used by enterprises as 

well as organizations26, including IT departments of universities27. DokuWiki can also be used to implement 

document management systems for ISO/IEC 27001:2022, with templates readily available from commercial 

sources. The Australian company BuiltWith28 surveys websites on the internet to identify the technology used to 

implement them. According to BuiltWith29, DokuWiki accounts for 30.32% of wiki installations out of 61,930 

detections, ranking second behind MediaWiki (which powers Wikipedia). DokuWiki is open-source software, 

with a commercial offshoot derived from it targeting enterprise users (Voigt et al., 2011). DokuWiki is written 

in PHP. As a data storage layer for its textual content, plain text files30 are utilized instead of relational database 

management software, making the software more robust against infrastructure failure. This file-based approach 

simplifies importing and exporting of contained data, as well as allowing straightforward filesystem-based 

backup solutions. DokuWiki can be extended by a plug-in system, which allows customization and extension of 

its behavior and features. 

Embeddings and RAG 

DokuWiki can integrate a RAG-based AI chat over its own wiki data using the extension dokuwiki-plugin-

aichat31. The GUI of the plug-in is implemented in JavaScript as a custom HTML element. The UI sends 

questions to a server-side backend API, awaits the response, and then appends the query and answer in its UI 

chat log. The API backend handles the queries by utilizing different inference providers over the network, e.g., 

calls to OpenAI or Ollama, making the system flexible regarding the specific LLM and inference engine, 

following the flow from Figure 1. The RAG system utilizes rendered wiki text (without the syntax) or, if a 

renderer is unavailable, the raw wiki-syntax-embedded text to generate chunks of 1,000 tokens. It then generates 

embedding vectors from the chunks using the backend. The chunks, their embeddings, and a reference to the 

originating page are then stored either in the vector databases Chroma, Pinecone, or Qdrant, or in the relational, 

file-based database SQLite. The system finds relevant chunks for user queries, then deriving its answers from 

the retrieved data like in a typical RAG system (Lewis et al., 2020). 

Construction of Proactive Assistance System 

Core Setup 

For our implementation of the interface, as well as the actual application logic and workflow (i.e., the hosting 

application), we utilized TypeScript32 as the implementation language due to its typing and tool support. Our 

application consists of multiple source files, and since TypeScript does not run directly in browsers, we used the 

bundler Parcel33 to transpile the entire web application, spread over multiple source files and directories, from 



TypeScript to JavaScript. Parcel also minimizes, optimizes, and bundles the application into just a few files for 

distribution. This enables us to inject and load our assistance application by configuring only two additional files 

to be loaded by the Znuny web interface, namely the compiled JavaScript and CSS, as shown in Table 1. We 

chose this integration path for its simplicity. 

Table 1: Configuration settings of Znuny to integrate the two transpiled, optimized,  

and compressed files forming our extension. 

Configuration Key Added Value 

Loader::Agent::CommonJS###000-Framework thirdparty/doku-assist-0.1.1/index.js 

Loader::Agent::CommonCSS###000-Framework thirdparty/doku-assist-0.1.1/index.css 

To retrieve the contents of the tickets, we used the web-service capabilities of Znuny. Znuny provides access to 

its controller classes, which implement its behavior via a flexible, configurable JSON-based web API. We used 

the recommended web-service configuration from OTRS. However, we extended the API configuration using 

the administrative interface of Znuny to accept HTTP POST calls for exchanging larger messages and HTTP 

OPTIONS calls necessary due to the CORS requirements from browsers. The official OpenAPI Spec/Swagger 

specification provided by OTRS34 for the web-service API was used as the basis for generating a TypeScript 

API client implementation using the NSwag tool-chain35. 

On-Premise, Data-Sovereign Inference and Embedding 

To host our LLMs locally, we utilized a spare system (see Table 2) running Ubuntu Linux as the hardware basis 

for our development. We chose Ollama (version 0.6.8) as the inference engine and web API interface for our 

local inference (see Section 4.2) due to its ease of use, wide adoption, and LLM management capabilities. 

Installation and setup were convenient and straightforward. The ai-chat plugin allows the configuration of 

OpenAI-API- and Ollama API-compatible local models. Integrating our on-premises Ollama API only required 

adding the system’s URL and access configuration. Using the Ollama command-line interface new models can 

be pulled from a remote repository and loaded for serving with Ollama’s built-in API. 

Table 2: Specification of the Hardware used to run the inference engine and its web-API 

Case Dell Tower 

Processor AMD Ryzen Threadripper PRO 5965WX 24-Cores 

RAM 128 GB RAM 

Storage 1 TB NVMe SSD 

GPU NVIDIA RTX 6000 Ada Generation, 48 GB 

Open-Source Embedding and LLM Models  

We downloaded and experimented with all the embedding models supported by the ai-chat plug-in, but settled 

on mxbai-embed-large, an open-source embedding model offering performance comparable to commercial 

models like text-embedding-3-large from OpenAI (Lee et al., 2024). Since mxbai-embed-large had already been 

tested successfully with and by DokuWiki, we did not evaluate unsupported, newer embedding models. We 

expect such models to offer better performance characteristics according to leaderboards and benchmarks such 

as the Massive Text Embedding Benchmark (MTEB); however, we have not yet had the chance to verify this 

assumption. As readily configurable options, the ai-chat plug-in supports common local chat model families 

such as LLaMA 3, Gemma 2, and Qwen 2.5. However, due to its instruction-following capabilities, support for 

CoT, permissive Apache-2.0 license, prior positive experiences with the model, and its generally good 



performance on our hardware, we decided to use Alibaba Cloud’s Qwen3-32B. By patching the list of supported 

models, Qwen3 could be integrated as a configuration option as well. 

Implementation of AI API  

We initially experimented with the API of the ai-chat plug-in; however, the concrete structure of the question-

response structure was not well aligned with our use case, as the system’s response already processed the 

content of all potentially relevant documents into an answer, whereas we wanted a document-specific 

description of the reasons why a particular document was relevant for the first-level support agent. We patched 

the API, adding two new endpoints: specifically, an LLM proxy that allows us to query the LLM hosted in 

Ollama mediated through DokuWiki, and a document selection and retrieval endpoint based on the established 

RAG system (see Figure 5 for the JSON returned). 

Implementation of LLM Workflow and Interfacing Application  

Once the application is loaded into the view of an agent by Znuny, a check is performed to determine if the 

current page represents a ticket view. If that is the case, the system initiates the proactive workflow illustrated in 

Algorithm 1. 

 

For the current page, all the contents of the conversation parts of a ticket are retrieved using the web service 

configured in Znuny (1–3). The conversation parts (called "articles") are integrated into a prompt (4). The LLM 

hosted in our local inference engine is then queried using the ai-chat plugin proxy to summarize the 

conversation such that relevant words are retained, and missing terminology for technical terms is inserted (5). 

The summarizing response is used as a query vector in the RAG system provided by the ai-chat plug-in, using 

our extension API to find matching documents. The API returns metainformation about the documents as well 

as their contents (6), see Figure 5. For each of the matching documents (8), a prompt is constructed, containing 

the meta-information, the document, and the reformulated query with instructions to assess the usefulness and 

describe why the content is useful (9). This prompt is sent to the LLM for deciding whether the document can 

help the agent by supplementing instructions relevant to the conversation (10). The LLM responses are gathered 

and combined (11). If a document is deemed relevant, it is selected for presentation in the user interface (13). 

Finally, if any documents have been deemed relevant, the user interface opens and presents the relevant 

documents as well as the description (14), resulting in the sidebar opening as depicted in Figure 2. A link leads 

the agents to the DokuWiki page, where they can interact using the existing chat interface for further inquiries 

about the documents. 

 



 

Figure 5: The descriptive summary of the conversation in the ticket submitted for retrieval of matching 

documents and meta-information about found documents. 

To implement the UI of our interfacing, application we chose React36, a commonly used UI framework for 

JavaScript from Facebook (Ferreira et al., 2022). We did not need a state management framework (like MobX 

or Redux) since our user interface is mostly presentational without complex state changes visible to the user. 

Initial Evaluation 

For our evaluation of the system, we used the curated data corpus in the existing DokuWiki installation, 

augmented with information from the first-level support data of the IT Department (containing general 

information such as how to join the eduroam network, excluding any sensitive technical details). Since we 

cannot use real tickets containing privacy sensitive user data without users’ consent, we manually generated 

anonymized tickets with conversations representative of real conversations. Finally, a second-level support 

agent was tasked with assessing the documents presented by the system as an acceptance test. 

In our initial experiments, useful documents were generally presented, which would help with solving the tasks 

encoded in the conversations. In some instances, the AI incorrectly rejected documents that were deemed useful 

by the agent and in some instances the RAG system did not return documents due to chosen threshold settings 

or not matching vocabulary used. While offering good summarization and interpretation skills, the response 

time of Qwen3-32B often exceeded 1 minute, which is too long. However, as the process runs parallel to the 

agents reading and understanding the tickets, the perceived wait time was reported as acceptable. 

Outlook 

After acquiring the necessary permits to run an operational AI system within the user-facing support system, we 

aim to gather feedback from first-level support agents, e.g., by asking the agents to score the relevancy of the 

provided documents and their helpfulness in resolving the tasks outlined by the tickets. Once enough training 

data has been collected, we could automatically evaluate more embedding models to improve document 

retrieval using RAG optimization techniques. By applying methodology from prompt engineering, the 

summaries of the conversations in the tickets could offer an opportunity for further retrieval optimization. 

Finally, utilizing more powerful hardware can reduce the waiting time until the first documents are offered, 

making the system more convenient to use for professional users. 

Conclusion 

Artificial Intelligence, in the form of LLMs, can be used in more ways than just typical chatbots. A proactive 

system can add value for users without the need to engage directly with a chat interface, working instead 

effortless besides and on behalf of the users, utilizing the state-of-the-art inference and instruction following 

from open-source LLMs. Running such a system based on open-source components locally with open-weight/-



source models allows practitioners to benefit from the LLM trend without sacrificing privacy or having to 

refrain from utilizing such a system due to privacy, secrecy, or trade secret considerations. 
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Notes  

1 e.g., on March 24, 2023, OpenAI revealed that, due to a flaw in a third-party library, messages from 

conversations of users were potentially visible to unrelated users, leaking the information content 

2 be it Hardware as a Service (HaaS), Platform as a Service (PaaS), or Software as a Service (SaaS), e.g., cloud-

hosted databases 

3 ChatGPT announced in November 2022, see https://openai.com/index/chatgpt/, [Online], [Retrieved April 1, 

2024], based on GPT-3.5 

4 i.e., macOS starting with version 15.1 Sequoia 

5 see HEIR: Homomorphic Encryption Intermediate Representation, homepage: https://github.com/google/heir 

6 See "Project Goals" on https://heir.dev/#project-goals 

7 e.g., Zama. https://www.zama.ai/, [Online], [Retrieved December 11, 2025] 

8 The term open-weight in the context of LLMs means that the parameters (or values of the matrices) making up 

a model’s layers are freely and publicly available for use and modification by third-parties such as researchers or 

enterprises, similar to the term open-source which means that source code itself is (also) available. 

9 LLaMA 3, released in April 2024, see https://ai.meta.com/blog/meta-llama-3/, [Online], [Retrieved June 27, 

2024] 

10 via a blog post on their website at https://mistral.ai/news/announcing-mistral-7b/, [Online], [Retrieved March 

31, 2025] 

11 announced on their website at https://openai.com/index/introducing-gpt-oss/, [Online], [Retrieved August 8, 

2025] 

12 e.g., crawls of the reachable internet, but also books, articles, and so on 

13 while the weights, the final model, may be open and available for download, the training data and the training 

regimen are often not, therefore describing such models as open-source might not be considered a correct term. 

14 https://huggingface.co, [Online], [Retrieved April 2, 2025] 

15 compare claims by IBM Research (Mishra et al., 2024) 

16 LM Studio on GitHub, https://github.com/lmstudio-ai, [Online], [Retrieved April 21, 2025] 

17 SillyTavern on GitHub, https://github.com/SillyTavern/SillyTavern, [Online], [Retrieved April 21, 2025] 

18 transformers on GitHub, https://github.com/huggingface/transformers, [Online], [Retrieved April 21, 2025] 



19 LangChain on GitHub, https://github.com/langchain-ai/langchain, [Online], [Retrieved April 23, 2025] 

20 original release on branch llama_v1, see LLaMA on GitHub, https://github.com/meta-

llama/llama/tree/llama_v1, [Online], [Retrieved April 21, 2025] 

21 llama.cpp on GitHub, https://github.com/ggml-org/llama.cpp, [Online], [Retrieved April 21, 2025], based on 

the tensor library ggml, ggml on GitHub, https://github.com/ggml-org/ggml, [Online], [Retrieved April 21, 

2025] 

22 Ollama on GitHub, https://github.com/ollama/ollama, [Online], [Retrieved April 21, 2025] 

23 Mozilla-Ocho LLamafile on GitHub, https://github.com/Mozilla-Ocho/llamafile, [Online], [Retrieved May 

21, 2015] 

24 virtual large language model, originally developed at the Sky Computing Lab at UC Berkeley, vllm on 

GitHub, https://github.com/vllm-project/vllm, [Online], [Retrieved April 21, 2025] 

25 Znuny on GitHub, https://github.com/znuny/Znuny, [Online], [Retrieved November 10, 2025], 

https://www.znuny.org/de, [Online], [Retrieved November 10, 2025] 

26 e.g., the open router software OpenWRT https://openwrt.org/, [Online], [Retrieved October 17, 2025], and 

institutions like DAPNET https://hampager.de/dokuwiki/, [Online], [Retrieved October 17, 2025] 

27 Notable examples include the Berliner Hochschule der Technik, TU Clausthal, TU Darmstadt, and Jade 

Hochschule 

28 https://trends.builtwith.com/cms/wiki/traffic/Entire-Internet, [Online], [Retrieved October 17, 2025] 

29 Data last updated on October 17, 2025, checked October 20, 2025 

30 Consisting of UTF-8 encoded text structured with DokuWiki-flavored wiki syntax 

31 dokuwiki-plugin-aichat on GitHub, https://github.com/cosmocode/dokuwiki-plugin-aichat, [Online], 

[Retrieved October 1, 2025], developed by the original DokuWiki author Andreas Gohr 

32 TypeScript on GitHub, https://github.com/microsoft/TypeScript, [Online], [Retrieved April 30, 2025] 

33 Parcel-Bundler on GitHub, https://github.com/parcel-bundler/parcel, [Online], [Retrieved October 10, 2025] 

34 https://academy.otrs.com/de/doc/admin/processes-automation/web-services/web-service-documentation/, 

[Online], [Retrieved September 30, 2025] 

35 NSwag on GitHub, https://github.com/RicoSuter/NSwag, [Online], [Retrieved September 30, 2025] 

36 React on GitHub, https://github.com/facebook/react, [Online], [Retrieved October 14, 2025] 
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