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Introduction 
 

Analyzing the globalization of threats in the contemporary world, it is essentially impossible to assume that current 

planning in any activity is a predictor of future action. This stems directly from the dynamics of a changing world 

driven by political elites, which threatens security, making planning with a period of stabilization highly 

questionable [1]. This is evidenced by research in the social sciences, where for a decade, actions aimed at the use 

of political violence have been encountered. A truly military approach to social thought began at the turn of the 

20th century. However, the situation has not improved in the present, taking into account, for example, the war in 

Ukraine or the conflicts in Palestine [2]. Concepts such as the "struggle for survival," "war enthusiasm" 
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A contemporary problem facing almost every country is the fear of what will happen in the future from 

neighboring countries, both those nearby and those far from our borders. This applies particularly to decisions 

made by governments, which create concerns in almost every area of life, emphasizing that the security of 

families, states, and individuals requires a reassessment and analysis of various factors that influence existence 

and further development. Events and the directions the world is heading are currently unclear, even surprising, 

leading to confusion, helplessness, and a lack of procedures for quick resolution. 

In the face of such prospects, one of the primary directions should be the search for new security concepts and 

innovative education and training methods that could minimize the risk of harm to health or even loss of life. 

With this in mind, this study attempts to identify one of the directions of work related to ensuring human safety 

through systematic training using a specialized simulation tool, aimed at preparing for a negative stimulus. A 

gap in the literature has been identified in this area, and the research conducted, especially in times of 

uncertainty, has been deemed important. 

The main goal of this study is to provide a functional and operational analysis of a sample crisis event trainer 

solution, a potential educational and training tool that serves as a fundamental training element for those 

responding to emerging threats in times of uncertainty. The study also includes a secondary literature review 

and interoperability research of the presented crisis applications, which could be used in similar technical and 

functional solutions. 

The article also presents the concept of a crisis response system solution that would fulfill training and 

operational roles. This provided the basis for drawing conclusions regarding the need to build unified and 

coherent crisis management systems based on reliable software, which constitute the foundation for the 

functioning of an informed society. The presentation of a proprietary IT solution is undoubtedly a significant 

asset of this study, which highlights the training and training aspects of the team responsible for crisis decision-

making.. 
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(Kriegsbegeisterung), superstratification, the "fighting instinct" (instinct of pugnacity), or the conquering state 

(Erobererstaat) have become quite common [3]. 

 

The above reinforces the belief that today's world is not focused on promoting peaceful actions, but rather portrays 

violence as the main element in the fight against what cannot be reconciled. This is evident, for example, in the 

actions of the Catholic and Orthodox Churches, which do not advertise peaceful tendencies, and even exhibit a 

conservative tendency. This state of affairs may be caused by the rapidly developing era of ubiquitous 

digitalization and the many problems associated with it [4], which has nested in every sphere of human life [5]. 

The issue of a virtual perspective on every problem [6, 7] also proves crucial. Hence, the current perspective on 

the concept of security has gained a new, multidimensional context [8]. Standard threats, i.e., those resulting from 

the impact of wind, water, or emerging fires and construction disasters, have become less important in the face of 

ever-increasing conflicts that tend to lead to war rather than peaceful solutions. A key aspect of threat analysis 

itself turns out to be understanding the basics, the source of the trigger, which, unfortunately, in most cases stem 

from the aggressive policies of decision-makers [9]. 

 

Therefore, current threats are, in most cases, the result of the negative foreign policy of the government, which 

does not accept criticism and peaceful solutions, even as an alternative. The dynamics of subsequent events take 

on the form of a logistic function, with the effect of increasing threats, resulting in irreversible changes in the 

system of each state. The changes taking place in every area of community life force a revision of the existing 

classifications of threat types (Fig. 1.). 

 

Fig. 2. Basic threat classification. 

Source: Own study. 

 

TYPES OF CRISIS THREATS 

A DISASTER 

- construction 

- road 

- railway 

- sea 

- aviation 

FIRE 

- refineries 

- hospitals, orphanages 

- hypermarkets 

- forests, agricultural crops 

- warehouse facilities 

- seaports 

- schools, universities 

- theaters, operas, cinemas 

- objects with materials dangerous 

- military warehouses 

SOCIAL RISKS 

- drug addiction 

- alcoholism 

- Violence in the family 

- prostitution 

- unemployment 

TECHNICAL FAILURES 

- water 

- electricity 

- heating 

- gas 

- telecommunications 

- ICT 

TERRORISM 

- bomb attack 

- abduction 

- the imprisonment of hostages 

HYPOTHETICAL 

- sunken wrecks 

- military assets sunk in the sea 

chemical 

- sunken technical equipment 

- sunken combat assets 

- hidden post-war warfare measures 

- the plague of rodents 

- the plague of insects 

INTERFERENCE TO SAFETY 

- social protests 

- social unrest 

- mass events 

CONTAMINATION 

- radioactive 

- chemical 

- biological and bacteriological 

- oil 

EPIDEMICES 

- bioterrorism 

- infectious diseases 

- food poisoning 

- infectious diseases of animals 



The types of threats presented above, previously considered the most common in human space, are somewhat 

different in the current situation, for example due to the war in Ukraine. This is necessitated by a definitional 

analysis of contemporary threats, which highlights the interests and goals of aggressor states, which lead to 

changes in the systemic situation in a given territory. Hence, the term "crisis situation" itself, which, similarly to 

definitions of crisis, is perceived differently, constituting a set of external and internal factors that destructively 

influence a given system, leading to an imbalance in many areas of human functioning [10]. Reducing a crisis 

situation to a certain type of disturbance in the systemic situation resulting from the culmination of specific threats 

leads to military threats being identified as the main causes causing a loss of normalcy and influencing disruptions 

in basic systemic features, for example: stability, balance, controllability, efficiency, etc. Such reasoning actually 

forces the thesis that all drastic changes in a state are the result of two opposing sides, characterized by an increase 

in the intensity of negative impacts with a high probability of armed clashes [11]. 

 

The above points to a change in the hierarchy of threats in the context of those most frequently occurring in space, 

clearly distinguishing military threats, which appear very frequently nowadays. The crisis situation itself, which 

is a state of increasing destabilization, uncertainty, and social tension, characterized by the disruption of social 

bonds, is related to the aspect of the burden of war and the disasters associated with it [12, 13, 14]. Therefore, 

taking into account the current aggressiveness of foreign ministries, the greatest threat, undoubtedly of political 

origin, is an interstate armed conflict. This influences the change in the general division of threats, in which war 

is not cataloged together with other threats, but constitutes a separate area of crisis considerations related to the 

loss of human life even before the declaration of a war threat (Fig. 2.). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 2. General classification of threats. 

 

Source: Own study. 

 

The above considerations indicate that military threats are among the most dangerous threats facing the modern 

world, although those that spread rapidly, such as COVID-19, are no less dangerous. Their nature is unclear and 

difficult to identify from the outset, and most importantly, the population is unable to cope with them and 

adequately counteract them [15,16]. This situation determines the development of crisis trainers, which are built 

to simulate difficult and extreme situations, which consequently allows for control of the environment using the 

human factor, with the possibility of supporting artificial intelligence [17]. Among the main reasons for building 

crisis trainers is also the learning and improvement of procedures, as well as practical training. These trainers 

enable the repeated repetition of specific procedures, allow for testing existing crisis management plans, and also 

strengthen the organization's resilience [18] and increase self-confidence in stressful situations [19]. Therefore, 

addressing the topic of building team resilience [20] for better coordination of crisis actions and simulation of 

reality is an important direction in times of uncertainty [21]. 

 

Research materials and methods 

 

When considering the development of crisis event trainers, it should be recognized that their emergence is 

undoubtedly influenced not only by the globalization of threats, but also by awareness of the many types of threats 

present in the surrounding environment. They constitute a significant element of knowledge, which is constantly 

expanding under the influence of the changing environment. Examples of this thesis include the crisis related to 

the initiation of the SARS-CoV-2 virus mentioned in the study, or even the armed conflict in Ukraine [22]. 

Therefore, it is crucial to constantly deepen knowledge in this area and raise awareness among the community 

THREATS 

military non-military 

Source of initiation 

human environment human 



that threats appear unexpectedly and that we are unable to react to them in advance, but only to counteract them, 

knowing the reasons for their emergence [23]. 

 

Through research and consideration of the adopted issues, the main goal of the study was defined: a functional 

and operational analysis of a sample crisis incident trainer solution, a potential educational and training tool that 

serves as a fundamental training element for those responding to emerging threats in times of uncertainty. As a 

result of the work on developing the crisis incident trainer concept, a threat analysis was conducted, preceded by 

a review of literature and online data, including data from industry portals of the International Maritime 

Organization and the Baltic Marine Environment Protection Commission, operating under the Convention on the 

Protection of the Marine Environment of the Baltic Sea Area of 9 April 1992. 

 

The research process for this study was divided into two parts. The first part involved secondary analysis of 

literature sources and archival statistical and incidental data. This method allowed for the analysis of threat types, 

including acquired data on the impact of military threats on the lives of Polish society. Subsequently, a case study 

approach was used to classify the main threats and assess the impact of selected threats on individuals, with 

particular emphasis on the threat from Poland's eastern flank. The second part concerned the development of a 

concept for an innovative crisis incident trainer, based on the most commonly used forms of training for 

commands and staffs, including command-staff groups, for which staff training and war games are the most 

important forms. The study also considered the overarching goals of the training, namely, coordinating all 

personnel to generate data (calculations) and action options necessary for the commander's decision-making. It 

was also important to show the trainer's potential for use during war games, the aim of which is to solve problems 

by a wider group of decision-makers, i.e. military personnel, representatives of local government bodies or 

uniformed services cooperating in the field of broadly understood crisis response [24], for whom one of the most 

important elements is the preparation of planning and operational documentation, including the order-giving 

documentation of the decision-making process. 

 

Crisis Event Trainer 
 

Functional analysis 
 

New, previously unknown threats emerging at unexpected times and places are radically changing the roles and 

tasks of various response forces in terms of mutual cooperation, not only in terms of crisis response [25] but also 

in terms of broadly understood education. This is due to the adoption by a given country of a security strategy, 

which includes strategic goals and basic principles of security policy. These documents highlight contemporary 

security components, not only in military terms, but also in political, economic, technological, social, and 

humanitarian aspects. In the normative documents of many countries, the fundamental direction of security policy 

is regional cooperation and positive relations with all neighbors. This is particularly visible in the activities of the 

European Union, which promotes maintaining alliances with other countries in the field of security policy [26]. 

This translates into educating society and preparing it to the maximum extent to face the threats posed by changes 

taking place in the contemporary world at various levels. 

 

When speaking about defense education for society, we most often mean all educational, upbringing, and teaching 

processes focused on shaping social awareness in terms of a recognized system of values, skills, and knowledge 

related to appropriate behavior in situations of threats, primarily military, as well as those resulting from accidents 

and disasters. In short, however, it is about shaping social attitudes and behaviors in conflict (military threats) and 

crisis situations, relevant to national security. The very orientation of such a process forces its participants to use 

various forms, defining the conditions and course of the learning process. Their diversity and selection according 

to the training subjects have a significant impact on the effectiveness of training. It can be said that forms should 

be selected to suit the specific recipient, as well as the actual needs, conditions, possibilities of their 

implementation, and the intellectual level of the training participants [27]. An example would be the 

implementation of a decision-making process, in which five distinct stages of work are repeated throughout the 

duration of the exercise [27]. 

 

To meet the expectations of creating a universal training facility and using appropriate software to support the 

decision-making process, an innovative solution was proposed for the current, tense situation in various theaters 

of operations, called the "Crisis Event Trainer," which would integrate all training participants based on a single 

location [28], while also performing simulation, training, and operational functions within a limited scope of 

operation. The trainer is an operational platform operating at a military facility in Poland, operating in a local 

system, intended for training crisis response groups at every level of operational capability. 

 



Considering the above example of the training device, it should be stated that in similar solutions that could 

function, one of the most important elements should be the location, which should concentrate the following 

operational elements within one infrastructure: 

 

1. An on-duty operational and tactical service, staffed by analysts specializing in meteorology, radioactive 

threats, chemical threats and air pollution, analysis of events in crisis situations in the area of natural disasters 

and non-military threats, the area of military threats, the area of the alarm and warning system, as well as 

analysts in the area of medicine and broadly understood logistics. 

2. An operational and decision-making group, intended primarily for the development of the final decision, 

including the work of crisis management teams, which, in addition to educational and training activities, will 

be dedicated to operational activities, using basic applications in the area of public safety, crisis management, 

analysis of radioactive and chemical contamination and analyses related to the use of a differential terrain 

model. 

3. A group of interdisciplinary crisis management techniques, designed to support the operational and decision-

making group by handling complex database systems, which are dominated by: a complex catalogue of 

threats, a database of forces and resources, evacuation plans, civil defense warehouses, classified medical 

information, a register of dangerous places, a register of offenses, analysis of flood areas and chemical 

analysis, as well as complex procedures for the logistic management of individual areas included and not 

included in the broadly understood civil defense. 

 

In addition to the basic functional tasks, the above-mentioned links should be characterized by an appropriate 

ICT infrastructure, including the appropriate selection of dedicated applications, which can be distinguished: 

 

➢ Crisis event scenario generator, which should be an application operating in a GIS (Geographic 

Information System) environment, an information system used to enter, collect, process and visualize 

geographic data, one of whose functions is to support the decision-making process with an extensive 

database allowing the generation of crisis scenarios. The event generator should be equipped with: 

• a module for selecting the type of incident from a properly prepared catalog, 

• a module for determining incident parameters, depending on its type, size, and duration, with 

the ability to simulate the number of injured people based on the received operational report, 

• a module for available forces and resources and the location of their deployment, utilizing the 

nearest preventive services and institutions or forms supporting crisis management, 

• a module for medical services, including the possibility of using external resources such as 

helicopters, etc., 

• a module for cataloged threats for which spatial data could be used, including cartographic and 

photogrammetric resources, including differential terrain models, influencing the overall 

progress in developing final crisis response scenarios. 

➢ Database of Forces and Means, which is a subsystem of applications and databases allowing for 

maintaining and updating available and current forces and means as well as critical infrastructure 

elements, which should be integrated with the spatial data environment and have: 

• ability to interface with operational systems at the municipal, district, and provincial levels, 

• ability to generate reports and summaries from information available in the database, 

• visualization of objects in an accessible map environment using a variety of data, such as raster, 

vector, photogrammetric, and others, 

• ability to edit objects and add new objects, 

• data structure compliance with government standards. 

 

➢ Response plans, which constitute a specific subsystem integrated with the Crisis Event Scenario 

Generator, allowing the preparation and provision to the operator of crisis response plans along with 

appropriate response procedures in a standardized form, taking into account, for example, the use of civil 

defense warehouse applications in a specific crisis situation. 

➢ Evacuation plans, which are a database component integrated with GIS systems, taking into account the 

possibility of creating evacuation plans for individual threats, taking into account: visualization of 

administrative units, facilities and places at risk and areas from which evacuation of people is planned, 

evacuation routes of people, areas of distribution of evacuated people with their number, capacity of 

areas for receiving people, medical and sanitary protection [29]. 

➢ Medical Information, a subsystem built on web technology and integrated with, for example, ArcGIS 

Server, capable of reading data provided in the form of a unified, tabular summary or spatial map 

composition, on the monitor screen, with the additional option of printing. The subsystem should enable 



faster inference by displaying spatial data, using a map background, specifying the location of medical 

facilities along with information on their status, for a specific time unit (hour, day), as well as preparing 

complete, print-ready reports with this information. 

➢ Hazard analysis, taking into account the differential terrain model, which has the ability to simulate the 

spread of water in the event of an increase in its level, as well as in the event of a dam or flood 

embankment breach, as well as simulations of predicting hazards in contaminated air, including the 

spread of fires taking into account the wind gradient [30]. 

➢ Chemical threat analysis, which is a system directly integrated with the GIS architecture. Based on 

implemented spatial layers defining the general terrain cover (hydrography, development, buildings, 

streets, green areas, etc.), the provided solution should designate evacuation and notification zones. 

 

Usage Analysis 
 

Analyzing the above, it can be concluded that a standard event simulation trainer should be based on a relatively 

efficient database system capable of identifying and interpreting spatial data. Hence, it can be seen that ArcGIS 

software [31] is frequently cited, a leading brand in scenario development and execution of proprietary crisis 

simulations [32]. Also noteworthy is the server implementation, not only of local and external email, a 

telecommunications module for local and external communications, integrated with traditional analog 

communications, but also the implementation of a digital communications system, with the preferred TETRA 

system. This is important because the encryption process, including the use of frequency adaptation techniques, 

provides extensive encryption capabilities for information necessary for operational activities [33]. 

 

An example system configuration is shown in the figure below (Fig. 3.). 

 
Fig. 3. Sample TETRA system configuration for the Crisis Incident Trainer. 

 

Source: own study. 

 

In the entire training setup, people essentially play the most important role. And they should be comfortable 

working, including the implementation of optimal equipment, specialized devices, and dedicated applications. A 

mistake in arranging such solutions is the use of standard solutions that were not subject to expert consultation 

and are not suitable for the challenges of uncertainty. An example is the lack of implementation of systems for 

detecting and responding to unmanned aerial vehicles, such as drones, until recently, where they currently pose a 

primary threat not only to the military but primarily to the civilian population. 

 

One of the basic assumptions of a training device should be the rapid development of decisions [34], with possibly 

2-3 variants defined, which would be the subject of substantive discussion. Therefore, presenting variants on a 

digital map is currently standard, which should serve as a kind of simulation that reflects all changes in various 

theaters of operation. The deployment of forces and resources, or the removal of natural disasters, must be 



preceded by an in-depth analysis, for example, taking into account weather conditions and the current tactical 

situation [35]. Therefore, it is crucial to create autonomous positions for analysts who can freely present their 

position on a given situation. An example solution is presented below (Photo 1.). 

 

  
Duty Operational Service Position Analysts' job positions 

 

Photo 1. Decision-making offices. 

Source: Author's archive. 

 

When analyzing the use of appropriate software dedicated to crisis event training, it is important to remember 

that, in addition to the ability to make changes, such software should reflect the actual situation. The software 

should be capable of supporting planning and decision-making procedures and should also demonstrate the 

independence of modules: the event editor, the crisis situation editor (graphical), force relocation, and the crisis 

operations log, which would enable the system to be used in virtually any simulated or real situation. A 

prerequisite for this is, of course, the creation of an appropriate database in the database, imaging, and 

documentation subsystems. Another important consideration is that the system should be able to perform 

operations in several basic functional planes, including: 

 

➢ Full graphical representation of the situation based on vector maps, as well as digital maps in European Union 

standards, enabling the generation of images such as the location of crisis response teams and operational 

groups, crisis incident locations, and areas at risk. 

➢ Clear presentation of crisis events and the crisis teams handling them, with particular emphasis on the visibility 

of the meteorological module and messages from recipients when they are connected to a server network 

managed by a single administrator. 

➢ Entering data on operational groups and equipment intended for use in crisis management plans, creating 

specific lists, such as new units, and updating the database. 

➢ Implementing a range of cartometric functions, such as calculating distances, areas and perimeters, azimuths, 

visual visibility, terrain cross-sections, and flood zones, in cooperation with: 

 

• raster maps in the CADRG (Compressed Arc Digitized Raster Graphics) standard, 

• raster maps in the MrSID (Multi-resolution Seamless Image Database) format, 

• vector maps in the VPF (Vector Product Format) standard, 

• satellite maps in the CIB (Controlled Image Base) format, 

• orthophotomaps in the GeoTIFF (Geocoded Tagged-Image File Format) format, 

• aerial, satellite, and other raster images in the following formats: TIFF, BMP, PCX, PNG, and JPEG, 

• terrain elevation maps in the DTED (Digital Terrain Elevation Data) standard, levels DTED-0, DTED-

1, and DTED-2. 

 

Example dialog windows are shown in the figure below (Fig. 4.); 

 



  
Inicjacja zdarzenia kryzysowego Analiza przestrzenna zjawiska 

Fig. 4. Dialog windows of an example operating system. 
Source: own study 

 

Summary and conclusions 

 

To summarize the discussion so far regarding the functionality of a crisis incident trainer, we can conclude that 

the need to build a unified, cohesive crisis management system based on reliable software is fundamental to the 

functioning of an informed society. This is necessitated by the current, rather tense situation, not only in the Baltic 

Sea basin, but also on Poland's eastern flank and the Middle East. Emerging, uncontrolled and highly challenging 

situations require continuous training based on real-world data. 

 

The presented example of a systemic solution also confirms the unquestionable participation of the military, as 

well as all uniformed services, in all crisis operations. Without additional threat monitoring cells capable of 

immediate action, any system is "dead." The military should be the primary institution controlling operation 

planning processes. This is primarily dictated by the organizational and functional elements of the military, 

namely the on-call system in which it operates and the enormous human and technical potential that no local 

government units at the voivodeship, district, or commune level possess. Furthermore, considering the technical 

conditions for threat control, it should be emphasized that to conduct an efficient operation, there is a clear need 

to incorporate data exchange interfaces with various services into the overall system, which should operate 

automatically [36]. 

 

Considering the main objective of this study, it can be concluded that the presented concept addresses current 

needs for implementing an educational and training tool in the public sphere, thus constituting a training element 

in the future fight against emerging threats. This will undoubtedly influence decision-making in the area of broadly 

understood crisis management, as every moment devoted to staff training adds value to knowledge in the broadly 

understood field of crisis response. This is also confirmed by the literature, where, after the pandemic, work began 

to prepare personnel to respond to emerging crises [37]. Training aspects, especially after the outbreak of the war 

in Ukraine, play a significant role in shaping public awareness of contemporary global threats [38]. The 

development of tools necessary for training and training activities also has a significant impact on awareness 

development [39, 40]. This is also confirmed by this study, which presents an original approach to developing 

further conceptual activities in the area of broadly understood crisis management. 

 

The presented training device design is a systemic proposal that can be used as a model, as each country has a 

different crisis management system [41, 42]. However, given the ever-increasing pressure, it is worth considering 

the construction of such a training device in the educational and training aspect, aimed at stimulating awareness 

of the need to protect one's own life and the lives of fellow citizens, as well as responsibility for one's country. 
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